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THE DIGITAL
FUTURE

In their pursuit of a digital approach to business, organizations are opening
themselves up to greater cybersecurity risks —and yet few have elevated
security to a senior leadership concern, according to our recent research.
Here's what businesses are thinking about cybersecurity, and how they can
strengthen their strategies to minimize the revenue and reputational losses
of a breach.

- By Michael M. Cook

Center For
The Future of Work
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The need to secure the digital future s,
without doubt, the most pressing issue
facing businesses and societies around the
world. Cognizant’s Center for the Future of
Work surveyed top IT executives at leading
companies around the world on their
attitudes toward, and initiatives focused
on, cybersecurity. Based on these findings,

we introduce the LEAP methodology,
detailing how to adopt future-proofed

cybersecurity strategies in your organization,
through leadership, evolution, automation

and preparation for the rise of emerging
technologies. Global business and technology
decision makers can use the findings of our
study, detailed in this report, as a practical
guide to protecting and maximizing the
strategic value of their digital investments.
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Executive Summary

As organizations reimagine their future through a digital lens, they are adopting new technologies at
greater scale and with greater speed. Technologies such as intelligent automation, big data analytics
and cloud computing are combining to create the “new machine,” with the potential to supercharge
revenues and significantly reduce costs.

In the race against, and with, the machine, however, there is one critical factor that is all too frequently
overlooked: security. Infact, security has never been more important, due to the broadening of the “sur-
face area” of potential risks, the lack of established security frameworks for new and emerging technol-
ogies, and the rapid corporate shift to new digital capabilities.

It's clear that the information technology in use today is not nearly as secure as it needs to be, given the
scale of organizations’ digital build-outs. Even the most blue-chip and deep-pocketed of corporations
admit (off the record) that they have been and continue to be targeted - and subsequently compro-
mised. A casual glance at recent events bears this out, from global threats like WarmaCry,2 to the latest
WikiLeaks data dump3

The bottom line is, if advanced persistent threat actorsintend to hack you, they probably can. Our ability
to function amid this unfortunate truth stems from our individual and collective hardwired inclination to
ignore and deny it. On a personal level, most of us find solace in our perceived protection of “security
through obscurity,” while at a collective level, we take comfort in “that’s John's problem, not mine.”

However, businesses must deal with thisissue, and deal with it now, as evident tensions are rising in orga-
nizations worldwide. On the one hand, the critical need to become more digital is an all-
consuming and vital task, with global digital revenues expected to hit $604 billion by 2018, as indicated
by our recent Work Ahead studyA4 But in pursuing this, organizations are increasingly opening them-
selves up to greater risk of security breaches. These threats are not diminishing in frequency either; on
the contrary, according to our study, companies endured an average of 40 security incidents in 2016
alone, costing each around $1.3 million.” Sixty-eight percent of respondents suffered the loss of reputa-
tion and brand value as a result of a breach. Respondents see the situation worsening, with 60% saying
there are more emerging threats than they can currently control.

But with the increased threat, the discipline of security is still struggling to find its place in organizations,
as evidenced by the continued debate of where the role of chief security officer (CSO) fits vis-a-vis the
role of the CIO. Then there's the board, which is now being encouraged by organizations such as the
Federal Financial Institutions Examination Council (FFIEC)° and the National Association of Corporate
Directors (NACD)7 to take a much more active role in security governance. The position of board
involvement and accountability can no longer remain an unanswered question.

The need to secure the digital future is, without doubt, the most pressing issue facing businesses and
societies around the world. Progress toward the “Fourth Industrial Revolution” rests on it. It's one thing
to see your Twitter account hacked and quite another entirely to witness the hacking of your smart car
or home. The infamous Jeep e><perimer1‘[9 of 2015, in which researchers successfully took control of a
vehicle using the car’s internal computer network, is a pointed example of how this could happen in the
real world.
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To equip organizations to deal with this existential number one priority, Cognizant’s Center for the
Future of Work surveyed top IT executives at leading companies around the world on their attitudes
toward, and initiatives focused on, cybersecurity (see Methodology and Demographics, page 23). Our
study revealed the following key insights:

Security needs to move out of the back office and into the C-suite. Only 9% of respondents said
their organization is making cybersecurity a board-level priority. Leadership needs to embrace
cybersecurity as a board-level initiative and not just relegate it to IT.

Cybersecurity threats remain clouded. Cloud migration is seen as the most vulnerable digital
trend for organizations. Prioritizing security controls and resilient architectures around this migra-
tionis fundamental to achieving digital success.

Talent will remain key, but Al will close the gap. Sourcing adequately trained cybersecurity talent
is a major concern today, and artificial intelligence (Al) is set to mitigate this to a certain extent.

The battle for cybersecurity is an endless war. Threats are never consistent in the cyber realm;
thus, neither is cybersecurity. Organizations will need to update, evolve and reimagine strategies
and execution in order to remain secure.

The next generation of security-related technology is emerging: The massive leap in processing
power and the potential security benefits that new technologies such as blockchain, guantum com-
puting, advanced analytics, DevSecOp models and software-defined infrastructures are core con-
siderations for organizations today. The need to quickly adapt and evolve security practices will be
vital for organizations moving forward.

Based on these findings, we introduce the LEAP methodology, detailing how to adopt future-proofed
cybersecurity strategies in your organization, through leadership, evolution, automation and prepara-
tion for the rise of emerging technologies.

Global business and technology decision makers can use the findings of our study, detailed in
this report, as a practical guide to protecting and maximizing the strategic value of their digital invest-
ments.
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But with the increased threat, the discipline
of security is still struggling to find its place
INn organizations, as evidenced by the
continued debate of where the role of chief
security officer fits vis-a-vis the role of the
CIlO. Then there’s the board, which is now
being encouraged by organizations such as
the FFIEC and the NACD to take a much
more active role in security governance.
The position of board involvement and
accountability can no longer remain an
unanswered question.
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Cybersecurity’s Execution Shortcomings

Which of the following statements best describes how critical cybersecurity is for your organization?

One of the top priorities of our board

CEO made it a KPIfor the leadership team

Cybersecurity is ) B
Employees have to be security-certified
onanannual basis

Part of our strategic/enterprise architecture framework

Response base: 1,018 senior IT executives
Source: Cognizant Center for the Future of Work
Figure1

In 2012, then FBI Director Robert Mueller observed: “There are only two types of companies: those that
have been hacked, and those that will be® A glance at the headlines over the intervening six years bears
outthat statement. With the average cost of a security incident hovering around $1.3 million,” hackingisn't
a matter to be taken lightly. But why, then, do business leaders appear to be keeping their heads in the
proverbial sand and not tackling the issue of cybersecurity in the boardroom?

From our studies, we're seeing a significant contradiction in business leaders’ views toward cybersecurity.
When asked which technologies were having the greatest impact on their business today, 96% of
respondentsinour Work Ahead study named cybersecurity, and 99% cited cybersecurity when looking
outto 2025. At the same time, only 9% of respondents in our current study said their organization made
cybersecurity a board-level priority; moreover, the largest proportion (45%) is keeping it as a purely IT
initiative (see Quick Take, page 8, explaining why this is a concern). This perceived contradiction pres-
ents aworrying indication of the attitude organizations have toward cybersecurity (see Figure 1).

A recent study by Harvard Business School” provides insight into why this is the case. Typically, most
corporate boards lack the processes and expertise required to adequately deal with, evaluate and
remediate cyber threats. They suffer from:

Inadequate process: The majority of boards are well equipped to deal with financial planning, com-
pliance and growth strategy. Cybersecurity, on the other hand, is lower down in the pecking order.
According to the study, directors ranked the effectiveness of their cybersecurity-related processes
dead last out of 23 processes surveyed.

Securing the Digital Future
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Quick Take

The Downside of
Entrusting IT with Cybersecurity

Given the ever-rising technological intensity of business, decision makers
could easily conclude that cybersecurity should be the preserve of the IT
department. It would, therefore, follow that boards should simply provide the
budget and sponsorship needed. But how well-equipped is IT to cope with,
and integrate, security measures in its core infrastructure? Not very well, as it
turns out.

In our study, an alarming 58% of respondents stated that their IT infrastructure
and IT security strategies were not integrated. Given that these two should go
hand-in-hand, this is a noteworthy result. Boards, therefore, need to address
these two areas and double down on cybersecurity processes by procuring
adequate expertise. Board involvement in ensuring IT and cybersecurity
integration needs to be step one for organizations in their efforts to build
appropriate cyber defenses.

In addition to upskilling board members, organizations also need to prioritize
an executive-sponsored security objective. In one large organization,” the
CEO highlighted the issue of cybersecurity by getting involved directly with
senior security executives in making decisions, while other organizations have
placed divisional chief information security officers (CISO) in business units,
pairing them with senior executives in these roles. By making cybersecurity
a core value proposition of the organization, it becomes a key component of
all board-level decision making and, therefore, automatically filters into other
board objectives. For companies that do this, cybersecurity will become a
business opportunity'® by creating end-to-end customer experiences that are

both convenient and secure.
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Lack of expertise: The reason boards do not make cybersecurity a priority and instill processes
around the issue comes down to a lack of expertise, which is directly related to the increased com-
plexity in the industry, subject matter, attack vectors and types of adversaries. A large proportion of
boardsat companiesinthe Financial Times Stock Exchange (FTSE) 100, for example, consist of finan-
cially trained members” who are not skilled in dealing with and installing cybersecurity processes.

Boards of directors must step forward to
take a full leadership position on cybersecurity;

this will require them to more fully immerse
themselves in the business and technology
Issues at stake.

Boards of directors, therefore, must step forward to take a full leadership position on cybersecurity; this
will require board members to more fully immerse themselves in the business and technology issues at
stake to ask tougher questions of senior executive leadership teams. Equifax’s $4 billion loss'® of market
capitalization in the aftermath of its recent breach should be all the evidence needed for board mem-
bers to realize that their fiduciary responsibility very much includes ensuring that every possible step -
andthen some -is taken to maintain a best-in-class security posture.

Securing the Digital Future | 9



CYBERSECURITY
THREATS
REMAIN
CLOUDED



Key Cyber Soft Spots

Which threats and vulnerabilities will increase your risk exposure over the next 12 months?

Cloud

migration Careless or
80% Social unaware
media employees

70%

60%

50%

40%

30%

20%

10%

0%

Outdated information
security controlled
orarchitecture
Cyberattacks to
stealintellectual
ropert
pdp Y Mobile computing
ordata Vulnerability Internet of
Fraud of IT systems Things related
Phishing ~ threats . thorized
access Spam
Cyberattacks to steal
Malware financial information
Artificial Intelligence/
Machine learning

Data scientists

Response base: 1,018 senior IT executives
Source: Cognizant Center for the Future of Work

Figure 2

Cybersecurity vulnerabilities stem from arange of sources, including not only technology itself, but also
the design and execution of business processes and, most importantly, from employees within the
organization. Figure 2 portrays respondents’ views on three critical areas and processes that need to be
addressed now to bolster security: cloud migration, social media and careless/unaware employees.

Cloud Migration

Inour study, leaders perceived the most significant cybersecurity threat to be the process of migrating
information to the cloud. This reality stems from the fact that cloud migration is now a core component
of many organizations’ digital strategies. Organizations are now moving en masse away from legacy
on-premise systems to infrastructure-, platform- and software-as-a-service-based models; in doing
so, however, they are struggling with cloud-related expertise and the inherent risks of this migration
process.

While experts have viewed security for many years as a weakness of a “cloud-first” IT strategy, there is
a common agreement now that the cloud is ready for prime-time, with the major cloud providers
offering state-of-the-art native and third-party ecosystem security controls. However, many organi-
zations mistakenly assume that their providers will entirely take care of security-related issues in the
migration process despite the fact that the cloud providers position security as a shared responsibility
between the clientand the provider. As our study shows, assuming this provider accountability is not
atenable position. The onus is still on the organization to embed the proper security controls into the
migration process.

In our study, 68% of respondents agreed they could be doing more when it comes to cloud security.
Moreover, we have found that this lack of attention, as well as the perceived increased security threats
because of cloud migration, is slowing down the pace of adoption.

Cloud application fragmentation is another major security concern, especially when dealing with
cross-enterprise ecosystems. Business and IT leaders should realize that while their cloud application
and infrastructure partners are indeed highly focused on ensuring their offerings are secure, cloud pro-
viders take a different approach. Unless contractually obliged (an obligation for which very few cloud
server providers will sign up), they are not focused on ensuring the integrity of an entire solution or busi-

Securing the Digital Future
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ness process, of which the cloud provider’s technology is but one part. This false assumption, according
to IDC," is typically where cloud-related security breaches originate, and is a matter for which buyers
(ultimately the final “system integrator”) must continue to be responsible.

Business and IT leaders must take a holistic end-to-end view to understand each step in the digital
transaction, the threats and the in-place security controls, as well as the responsibility for security at
each level of the IT stack. The migration of data to the cloud solves many problems, but introduces
others.

For example, the pace of technology change within cloud environments is accelerating as these tech-
nologies enable frictionless access to data, increase interoperability and provide mobile access. Rapid
innovation is a business advantage, but it can also result in neglected or inadequate security controls if
security innovation does not keep pace with cloud innovation.

Closing Cloud Security Gaps

A cornerstone of any sturdy cybersecurity defense program is to first identify weak areas and then plug
the holes; for cloud migration in particular, it's vital that those spearheading this migration first under-
stand the risks and threats to data that arise through the transition. From this point, organizations can
then act accordingly from a security perspective. Encrypting information can protect from unautho-
rized disclosure, but as a web-based service, cloud systems must also be on guard against denial of ser-
vice attacks. Eliminate choke points and heed the lesson of Chinese military strategist and philosopher
Sun Tzu to “know yourenemy.”18

More often than not, securing
cloud-based data entails not simply
building a wall around the data

but also securing the data itself
through access controls, digital rights
management and encryption.

More often than not, securing cloud-based data entails not simply building a wall around the data but
also securing the data itself through access controls, digital rights management and encryption. Look-
ing to the future, access control architectures are evolving to include risk-based models. No longer will
organizations rely just on authentication to grant access, but user and asset posture will also be consid-
ered. Access to data and systems can also be granular, such as providing read-only access or access to
only a certain class of systems or documents, depending on the perceived risk. Rather than relying just
on user passwords, organizations are also turning to biometric authentication, device proximity and
N-factorauthentication methods to reduce unauthorized access. Encryption needs to be utilized wher-
ever the datais stored and also as it is transmitted. In addition, providing contextualized device security
through situational-based public key infrastructure (PKI) will further bolster internal security measures.

12 | Securingthe Digital Future



Social Media

With social platforms becoming more crucial to business strategies, the number of cyber risk “entry
points” into the enterprise has increased well beyond traditional attack vectors such as e-mail. The
threats posed by phishing attacks and other illegitimate access through Twitter, LinkedIn, Facebook,
Instagram, Snapchat and other social media platforms are a continually pervasive problem, particularly
with the fast-evolving sophistication of attacks.

Previously, hackers would enter an enterprise through the inadvertent exposure of a user’s credentials.
Today, however, hackers are using workarounds and phishing techniques to gain access. Famously, it
took only one attempt by a Russian hacker to gain access to a Pentagon official’s Iaptop,19 in something
asinnocuousasalink to a package holiday on Twitter. While staff training on e-mailand website security
are commonplace, few organizations have extended security training to social media platforms.

While learning to tweet doesn’t require a training
manual, learning to tweet responsibly and effectively
without falling prey to its downsides, does. If your
organization does not provide this type of training to

everyone from the newest entry-level recruit to the
CEO (whois probably increasingly active on social
media after trying to hold out for years), it should take
action onthis today.

While learning to tweet doesn't require a training manual, learning to tweet responsibly and effectively
without falling prey to its downsides, does. If your organization does not provide this type of training to
everyone from the newest entry-level recruit to the CEO (who is probably increasingly active on social
media aftertrying to hold out for years), it should take action on this today.

Protecting Against Employee Threats

For the majority of cyber attacks, hackers need organizations to “open the door” before they can wreak
havoc. According to a 2016 Harvard Business Review study,20 60% of cyber attacks involved insiders,
including malicious and inadvertent participants. Therefore, a fundamental component of any cyberse-
curity policy is staff training and staff monitoring. Before instituting these policies, it's important to
understand the types of insider risks:

Employees can and will make mistakes as part of their day-to-day role and function. Many data
exposures are not due to malicious intent but rather well-intentioned employees making unwise
decisions.

Administrators and privileged users are frequently targeted due to their elevated access and per-
missions. Yes, people do leak passwords.

. E-mailand social engineering are the most common attack vectors on employees.

Securing the Digital Future | 13
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BUT Al WILL
CLOSE THE GAP



Although a wave of cybersecurity-related technology innovation is emerging (see Quick Take, page 18),
human workers are still the ultimate masterminds behind any cybersecurity defense.”’ Unfortunately,
thereis a significant global shortfall of cybersecurity talent.” As Aaron Levie, CEO of the cloud storage
company Box, recently said, “if you want a job for the next five years, get a job in IT; if you want a job for
life, study computer security.”23 According to research conducted by the ISACA,** a nonprofit informa-
tion security advocacy group, cybersecurity jobs growth is expanding at three times the rate of overall IT
jobs, and by 2019, there will still be a global shortage of two million cybersecurity positions. In March
2017, ISACA says, 53% of organizations were experiencing up to six-month delays in filling open cyber-
security positions.

In our study, respondents saw cyber threats increasing in volume and severity over the next
12 months, and over 60% of respondents believe they have inadequate resources (namely talent) to
address these concerns. Budgets are another issue; a recent study by HfS Research® found that in
medium- to large-sized enterprises, a leading internal inhibitor to cybersecurity was a lack of staffing
budget.

While not a silver bullet, the introduction of
Al tools into cybersecurity platforms will spur

organizations to rethink how they approach
cybersecurity.

Combined with fast-changing threat vectors, this talent and budget shortage has many looking to
Al-driven automation to improve the cybersecurity outlook. In a recent CFoW podcast,26 NelsonHall
industry analyst Mike Smart provided pragmatic guidance on how industry participants can use Al in
cyber defense during the coming years:

“Using artificial intelligence-based cybersecurity platforms can be used to automate some very
time-intensive processes that cybersecurity professionals currently perform. Using platforms with
embedded Al the time to do the grunt work to identify threats reduces analysis from 60 minutes to
three minutes, a 20-times reduction! That is obviously going to work wonders to help address the
volume side of the skills gap.”

While not a silver bullet, the introduction of Al tools into cybersecurity platforms will spur organizations
torethink how they approach cybersecurity. Al tools can help businesses more quickly analyze growing
volumes of data, increase the signal-to-noise ratio for security analysts, provide contextual enrichment
for quicker decision making, and reduce the mundane technical work that can lead to security analyst
burnout.

Alwon't completely mitigate the shortage of talent, but it will lessen the burden. Also, the enhancement
of level-one contact (a k.a., tier one) analysts will enable further analysis in other areas, thereby increas-
ing the effectiveness of security operations.

Securing the Digital Future | 15
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Catching Up with Cybersecurity Threats

How often are you finding it necessary to refresh your organization’s information security strategy?

Weekly Monthly Quarterly Annually As needed

Response base: 1,018 senior IT executives
Source: Cognizant Center for the Future of Work
Figure 3

Because security is an ever-changing dynamic of resources, threats and solutions, it's not enough for
organizations to refresh their cybersecurity strategy annually; most organizations, in fact, are now
reviewing and updating these strategies on a quarterly or even monthly basis (see Figure 3).

The reason for thisis threefold:

New technologies: Technologies such as Internet of Things (loT), mobile applications, cloud com-
puting and machine learning are reshaping the way we work and the work we do, as well as how orga-
nizations recognize value in the years to come. At the same time, these technologies also pose new
entry points for hackers, such as new logical vulnerabilities.

New data: As organizations develop new technologies and add intelligent sensors to more of the
goodsthey produce, vast new streams of data are being generated, and this will only increase moving
forward. However, with this data onslaught comes new and changing risks. Vast unstructured data
setsareready and waiting to be infiltrated. Data exfiltrationis an area that should be given continuous
attention by organizations; data stewardship, the requirement to responsibly handle data, will
become a significant construct in data security. The imminent arrival of the General Data Protection
Regulation (GDPR) in the EU, as well as New York’s Personal Privacy Protection Law, the Chinese
Cybersecurity Law and Russia’s Privacy, Data Protection and Cybersecurity Law, are all the start of
state-led regulation in regard to stewardship, and could provide the tipping point for other countries
to follow suit.

Sophisticated adversaries: Like technology itself, cybersecurity threats are fast evolving. And with
the money at stake,” new and increasingly sophisticated hackers are coming onto the scene. A
frightening example of this was the recent penetration of U.S. energy company systems that could
be manipulated to sabotage the U.S. power grid.28

Ultimately, cybersecurity needs to be an ongoing endeavor in every organization. Failure to adapt pro-
cessesandsystemsonaregular basis will leave an organization open to furtherattacks. Hackathons, war
rooms and threat modeling must become part of every business’s corporate dialect.

Securing the Digital Future
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Quick Take

The Next Generation of
Security-Related Technology

In our Work AHEAD framework,” we advocated for using digital technologies
and approaches to discover and invent new markets, products and processes
to succeed in the Fourth Industrial Revolution. Likewise, R&D, innovation
and blue-sky thinking are crucial to remaining one step ahead of potential
cybersecurity threats. Inthis vein, blockchainand quantum computing, inyears
to come, are just two of the new technologies that will upend the cybersecurity

protocols of many organizations.

The exponential jump in processing power™® that quantum computing will
usher in will make current encryption methods, such as PKI, obsolete. This
type of cryptography is arguably secure against computing power available
today, but with quantum computing, which can use quantum bits” to calculate
at an exponentially faster rate than binary-processing computers today, this
type of encryption suddenly accounts for very little.** Therefore, any hacker
armed with this technology would be able to wreak havoc on both national and

organizational security with impunity.

However, withquantumcomputing, the opportunitytodevelopnewencryption
methods becomes a reality, and with the early-stage prohibitive cost of these
machines (estimated at $15 million®), it's more than likely that organizations

will have them before hackers.

Although the likelihood of seeing a quantum computer in your server room is
a long way off (with the standard consensus being around 2040), businesses
such as Microsoft,* D-Wave, IBM* and Google” are investing heavily in
this technology today, with the goal of overcoming substantial challenges to

making it work practically.

Closer on the horizon, blockchain technology is set to reinforce organizations’

defensessignificantly, particularly withthe technology’s capabilitiesinthe areas

18 | Securing the Digital Future



of transparency and immutability. For example, traditional methods of software
integrity verification using checksums can be replaced with blockchain to
establish an entire genealogy of every change to a software download, patch,
firmware, installer, etc. Because of this capability, integrity attacks such as

certificate stealing will be ineffective.

Utilizing a decentralized ledger, peer-to-peer transactions on a blockchain
network no longer require dependency on a trusted third-party. Existing
systems can be made faster and more resilient by moving from one or two
centralized methods of attestation to N-number of factors distributed across

many nodes.

For example, blockchain has the potential to remove one of the most fragile
of hacker targets: passwords. Today, companies such as Guardtime® and
REMME® are using blockchain to create a keyless signature infrastructure -
entirely removing passwords and, therefore, PKI - by harnessing decentralized
systems on the blockchain. In theory, the use of blockchain will mitigate the
threat posed by quantum systems in years to come and, in the medium term,

will significantly bolster organizational and personal security.

We see take-up of blockchain-enabled cybersecurity today. For example,
Ukroporonprom, Ukraine’s umbrella association for its defense industry, has
established a strategic partnership with REMME to enable secure, password-

g 40
free access to its employees.

Blockchainissettorewritetherulesof current security protocols by supplementing
weaknesses in human behavior that frequently result in security incidents. By
leveraging distributed ledgers, and eliminating the risk of single points of failure,
as is currently the case with password access, blockchain has the potential to
provide holistic security and encryption while maintaining convenience for users.

(To learn more, read our e-book, “Demystifying Blockchain.”‘”)

Securing the Digital Future | 19
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EXPLORING
THE LEAP
METHODOLOGY



Cybersecurity is a multidimensional, complex problem facing organizations today. From our study, four
critical elements have emerged that organizations can follow to bolster their cybersecurity strategies,
allowing them to future-proof digital operations. We call this our LEAP methodology.

ead: Cybersecurity needs to be afundamental concern of every employee, but ultimately this

directive needs to come from the top. This top-down approach doesn't just entail sponsoring

cybersecurity initiatives; instead leaders need to understand the technology and the pro-

cesses behind cybersecurity for it to become a vital component of every strategic decision
made.

As referenced earlier, practical ways of doing this include placing divisional CISOs in business units and
pairing them with senior executives in these roles. Also, making cybersecurity a core value proposition
of marketing outreach has proved to be an effective way of integrating cybersecurity into the DNA of the
organization.

Finally, leadership needs to double down on cybersecurity processes by themselves becoming “armchair
experts” on the subject. Once boards understand the finer detail, this knowledge can then be used to influ-
ence processes throughout the organizational value chain, making it a fundamental component.

volve: Some organizations require a kickstart to begin their cybersecurity journey.

As a practical example, a CEO-or COO-issued directive, followed by a business unit-led ini-

tiative to focus on “security forand by everyone” style campaign, would appropriately demon-

strate the need for a shift. Once this initial phase has occurred, complacency cannot take
hold. Organizations will need to continually evolve their cybersecurity strategies as they will never
entirely win the race against cyber threats. Furthermore, R&D needs to be an integral part of the organi-
zation's security divisions. R&D doesn’t need to be confined to anin-house endeavor; making use of new
business practices like hackathons and war-rooming are practical ways to bring in external talent and
co-create security initiatives.

To effectively implement these measures, organizations need to enable agile execution of their core
strategies. It's no good identifying areas for improvement or detecting new threats promptly if your
organization is unequipped to make the changes happen in a short enough timeframe. Consider how
security change management teams or consultants could expedite this process.

utomate: With crippling global cybersecurity talent shortages and an increased scale and

variety of cyber threats, Al-based approaches are progressively becoming readily available

andshould become a part of any organization’s larger cybersecurity execution strategy. Busi-

nesess should work quickly to make Al-based tools, such as Darktrace™ and Deep Instinct,”
work in their security departments. Rote, repetitive work is being automated in the front, middle and
back offices of organizations, and cybersecurity should be no different.

While automation won't solve your security talent requirements completely, it will mitigate select shortages
in the junior-to mid-level analysis roles, as we discuss below. More importantly, the benefits of intelligent
automation extend beyond simple labor shortages. With intelligent automation’s ability to calculate and con-
textually analyze massive volumes of data, it's becoming a “no-brainer” to use this approach given the type of
analysis cybersecurity work entails. Al has the potential to drastically enhance the effectiveness and reach of
cyber analysis in this regard. Of course, it's essential to keep in mind that for cybersecurity initiatives to be
successful, people, processes and technology need to work as one.

repare: Prepare for the new technologies that will entirely shift the current dynamic of the

cybersecurity strategy, including blockchain and - further out on the horizon - quantum

computing. Although the ability to quickly adapt to current security needs is vitallyimportant,

it's fundamental to keep an eye on the future. Just as the Internet changed our lives, so will
blockchain and quantum computing change cybersecurity.

Securing the Digital Future
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A FINAL
WORD



Organizations around the world are reaching a tipping point: New digital technologies and approaches
promise a new era of productivity, growth and economic expansion; however, these outcomes rely on
countering the rising tide of cyber threats, the scales of which are already significant and are poised to
grow exponentially.

To avoid the resulting loss of
customers, reputation and revenue,
any company that hopes to do
business in the digital economy must
strengthen its cyber defenses to
remain viable.

On the one hand, companies face the genuine threat of irrelevance if they fail to embrace digital tech-
nologies, but it's these very technologies that are opening the doors to would-be cyber criminals. To
avoid the resulting loss of customers, reputation and revenue, any company that hopes to do business
in the digital economy must strengthen its cyber defenses to remain viable. Such a shift is possible for
businesses that center their efforts around strong leadership, continuous evolution, Al-driven automa-
tionand a plan forembracing the capabilities emerging in the near- and long-term future.

Methodology and Demographics

We conducted a worldwide telephone-based survey in May and June 2017, with 1,018 senior IT execu-
tives across industries. The survey was run in 18 countries in English, Arabic, French, German, Japanese
and Chinese. Survey respondents were distributed across the financial services, healthcare, insurance,
life sciences, manufacturing and retail industries. We interviewed companies with a minimum of 2,000
employees for this research.
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