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Security automatic features

Cognizant Consultants have prepared a list of automatic features for the upcoming 2024 R2 Workday release. These features are delivered automatically by
Workday and no set up is required from your end.

Security
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Security - Compensation security enhancements A

What’s changing What do i need to do?

For the 24R2 release, Workday further enhances the security on * Nothing. This feature is automatically available.
several of our Compensation web services to support contextual

security configurations.

- P
This enhancement improves security across Compensation What happens if | do nothing?

Change web services, further enabling you to consistently control « N/A
the contextual access users are granted when retrieving or
loading data through these web services.

Additional considerations

Workday enhances the security of Compensation Change web
services and Staffing web services that involve changing
compensation for a worker.

5 R https://doc.workday.com/release-notes/en-
Communlty “nk us/hrcomp/8154266.html
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Workday 2024 release 2 automatically available features

Prior to 2024 release 1 Post 2024 release 2

N/A « Enhanced security of Compensation
Change web services No

Impact description:

N/A

Effort <Hours> Defect link Not applicable

Addltlonal description |f applicable . . https://doc.workday.com/release-notes/en-
Community link us/hrcomp/8154266.html
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Accounting source analytics data source security configuration

What’s changing

With the 2024 R2 release, Workday enables you to make bulk updates to the
Prism Data Source security configuration for all reportable tables and
datasets for an accounting source. You no longer have to access and run
the Edit Data Source Security task for each table and dataset individually.
You can now use a single task to change the reporting permissions for each
table and dataset in an accounting source.

Additional considerations

Business benefits

This reduces maintenance and increases efficiency in configuring reporting
permissions for an accounting source.

Changes
Edit Accounting Source Prism Data Source Security Task

We now deliver a new Edit Accounting Source Prism Data Source
Security task (secured to the Setup: Accounting Source - Create domain)
that enables you to configure domains and securing entities for all reportable
tables and datasets for an accounting source.
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What do i need to do?

Nothing. This feature is automatically available.

Delivery details
Preview Date:
Production Date: 2024-09-21

Service Update Date:

There seems to have a problem as this feature is
not available in Preview.

As of 22-08-2024, Workday will follow up on the community link
once the domain is available in the tenant.

5 H Accounting Source Analytics Data Source
Com mun Ity | In k Security Configuration (workday.com)
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Accounting source analytics data source security configuration

What’s changing

With the 2024 R2 release, Workday enables you to make bulk updates to the
Prism Data Source security configuration for all reportable tables and
datasets for an accounting source. You no longer have to access and run
the Edit Data Source Security task for each table and dataset individually.
You can now use a single task to change the reporting permissions for each
table and dataset in an accounting source.

Additional considerations

View Accounting Source Prism Data Source Security Report

We now deliver a new View Accounting Source Prism Data Source
Security report (secured to the Setup: Accounting Source - Create domain)
that enables you to view the data source security for all reportable tables and
datasets for an accounting source
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What do i need to do?

Nothing. This feature is automatically available.

Delivery details

Preview Date: 2024-08-17
Production Date: 2024-09-21
Service Update Date: 2024-08-17

Community link

Accounting Source Analytics Data Source
Security Configuration (workday.com)

€ cognizant
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Workday 2024 R2 automatically available features

Users will have to run the Edit Data You can now use a single task to change the ' _
Source Security task for each table and reporting permissions for each table and No impact
dataset individually. dataset in an accounting source.

This reduces maintenance and increases Impact description:

efficiency in configuring reporting permissions
for an accounting source.

Effort Defect link Not applicable

Additional description if applicable

Compensation Security Enhancements

Community link (workday.com)
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Learning assignments security update

What’s changing

We enhance security for travel booking files imported from travel
management companies, enabling you to provide users with only
unconstrained access to travel booking files.

Additional considerations

Business Benefits

These security enhancements provide greater control over travel
booking files so you can provide adequate security permissions to
users who manage the files and travel booking records

within them.

Changes

We deliver a new Process: Travel Booking Files domain, enabling
you to provide unconstrained access to users who manage travel
booking record data that originates from travel booking files.

We automatically move the components listed below from the
existing Process: Travel Booking domain to the new Process:
Travel Booking Files domain.
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A

What do i need to do?

Use the Security Audit Exception task to identify constrained
security groups that are no longer permitted on the new Process:
Booking Files domain.

* Remove any constrained security groups that you identify from
the security policy for the new domain.

» The security groups that remain on the new domain will have
unconstrained access to travel booking files.

If you have constrained groups on your travel booking integration
system, move them to unconstrained groups so your travel
booking integrations aren't impacted.

= R Enhanced Security for Travel Booking Data
Community link orkday com
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Enhanced security for travel booking data A

What’s changing What happens if i do nothing?
We enhance security for travel booking files imported from travel This feature is automatically available. If you choose to do
management companies, enabling you to provide users with only nothing, Workday still:

unconstrained access to travel booking files. - Copies all configured security groups from the existing Process:

Travel Booking domain to the new Process: Travel Booking

Additional considerations Files domain, including pending security policy changes.

Tasks: « Moves the components detailed in the Changes field above,
« Edit Records with Errors from Travel Booking File from the existing Process: Travel Booking domain to the

. Maintain City Mapping new Process: Travel Booking Files domain.
* Maintain Merchant Mapping
* View Travel Booking File
* Report: Find Travel Booking Record Files
» Data source: Travel Booking Files
* Web services:

« Get Travel Booking Files

« Import Travel Booking Records

= R Enhanced Security for Travel Booking Data
Community link orkday com
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Enhanced security for travel booking data

What’s changing

We enhance security for travel booking files imported from travel
management companies, enabling you to provide users with only
unconstrained access to travel booking files.

Additional considerations
Notes:

Workday automatically copies all security groups from

the Process: Travel Booking domain to the new Process: Travel
Booking Files domain, including pending security policy

changes. As the new domain supports only unconstrained groups,
you must remove constrained groups to avoid inconsistent
behavior when running these tasks on the integration event for
travel booking files:

« Edit Records with Errors from Travel Booking File
* Maintain City Mapping
« Maintain Merchant Mapping
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A

What happens if i do nothing?

This feature is automatically available. If you choose to do
nothing, Workday still:

» Copies all configured security groups from the existing Process:
Travel Booking domain to the new Process: Travel Booking
Files domain, including pending security policy changes.

* Moves the components detailed in the Changes field above,
from the existing Process: Travel Booking domain to the
new Process: Travel Booking Files domain.

= R Enhanced Security for Travel Booking Data
Community link orkday com
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Enhanced security for travel booking data

What’s changing

We enhance security for travel booking files imported from travel
management companies, enabling you to provide users with only
unconstrained access to travel booking files.

Additional considerations

If you add an intersection security group on the new Process:
Travel Booking Files domain and the group includes constrained
and unconstrained users, constrained users can still access tasks,
reports, and data sources without restrictions. This is existing
behavior and remains unchanged. The existing Process: Travel
Booking domain will continue to support company-based roles and
unconstrained security groups.
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A

What happens if i do nothing?

This feature is automatically available. If you choose to do
nothing, Workday still:

» Copies all configured security groups from the existing Process:
Travel Booking domain to the new Process: Travel Booking
Files domain, including pending security policy changes.

* Moves the components detailed in the Changes field above,
from the existing Process: Travel Booking domain to the
new Process: Travel Booking Files domain.

= R Enhanced Security for Travel Booking Data
Community link orkday com
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Workday 2024 R2 automatically available features

After release

-

Find Travel Booking Record Files

File Date On or After MM/DD/YYY'Y E] ‘

File Date On or Before MM/DD/YYYY E] ‘

Filter Name

Manage Filters

14 © 2024 Cognizant | Private ’\ CogniZClnl:'



Workday 2024 R2 automatically available features

After release

Find Travel Booking Record Files

Find Travel Booking Record Files

Travel Booking Record File

View Travel Booking File

Travel Booking File Information
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Transaction Counts
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Workday 2024 R2 automatically available features

We deliver a new Process: Travel Booking

Files domain, enabling you to provide Yes
unconstrained access to users who manage

travel booking record data that originates from

travel booking files. Impact description:

We automatically move the components listed

below from the existing Process: Travel Use the Security Audit Exception task
Booking domain to the new Process: Travel to identify constrained security groups
Booking Files domain. that are no longer permitted on the

new Process: Booking Files domain.

Effort Defect link Not applicable

Additional description if applicable

Enhanced Security for Travel Booking Data

Community link (workday.com)
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Learning assignments security update

What’s changing

With this release, Workday constrains the Learning Assignment object to
allow for the use of role-based constrained security groups. This provides
organizations the flexibility to allow role-based constrained security groups
access to view and report on Learning Assignment data for the learners they
support.

Additional considerations
Business benefits

Constraining the security for Learning Assignments provides greater flexibility
for organizations allowing more decentralized management of assignments
and related reporting. For example, you can create and share reports with
managers, and they only see relevant information related to their teams.

Changes

Security:

We secure Learning Assignments to these domains:
» Person Data: Learning

* Reports: Learning Record

+ Self Service: Learning

17 © 2024 Cognizant | Private

A

What do i need to do?

The Learning Assignment data source is automatically updated to allow for
role-based constrained security groups. You can modify your security setup
to grant specific roles access to Learning Assignment information.

What happens if i do nothing?

If you choose to do nothing, you can continue to use the existing reports for
security auditing.

= 2 Learning Assignments Security Update
Community link ok com)
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Learning assignments security update

What’s changing

With this release, Workday constrains the Learning Assignment object to
allow for the use of role-based constrained security groups. This provides
organizations the flexibility to allow role-based constrained security groups
access to view and report on Learning Assignment data for the learners they
support.

Additional considerations
Reporting:

Data Source filters are no longer required when creating reports using

the Learning Assignment Records data source. Constrained access to
assignments automatically applies in the background when running the
reports. There is no impact on existing reports; you can still use the current
data source filters.

We deliver new report fields to return the current supervisory organization,
location, and affiliation for all learners and extended enterprise learners from
the Learning Assignment business object and the Learning Record business
object:
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A

What do i need to do?

The Learning Assignment data source is automatically updated to allow for
role-based constrained security groups. You can modify your security setup
to grant specific roles access to Learning Assignment information.

What happens if i do nothing?

If you choose to do nothing, you can continue to use the existing reports for
security auditing.

= 2 Learning Assignments Security Update
Community link ok com)
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Learning assignments security update

What’s changing

With this release, Workday constrains the Learning Assignment object to
allow for the use of role-based constrained security groups. This provides
organizations the flexibility to allow role-based constrained security groups
access to view and report on Learning Assignment data for the learners they

support.

Learner's Location The current location for
(Current) the learner. .

Learner's Extended The current extended
Enterprise Affiliation enterprise affiliation for .
(Current) the learner.

Learner's Supervisory  The current supervisory e
Organization (Current) organization for the .
learner.
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Self Service: Learning
Reports: Learning Record
Person Data: Learning

Self Service: Learning
Reports: Learning Record
Person Data: Learning

Self Service: Learning
Reports: Learning Record
Person Data: Learning

A

What do i need to do?

The Learning Assignment data source is automatically updated to allow for
role-based constrained security groups. You can modify your security setup
to grant specific roles access to Learning Assignment information.

What happens if i do nothing?

If you choose to do nothing, you can continue to use the existing reports for
security auditing.

= 2 Learning Assignments Security Update
Community link ok com)
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Workday 2024 R2 automatically available features

After release

Edit Custom Report

Report Name

Report Type

Data Source

Data Source Filter

Data Source Type

Primary Business Object Learning Assignment

»  Additional Info
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Workday 2024 R2 automatically available features

After release

Stan Harvey

View Role-Based Security Group (Constrained)

Group Criteria Access ‘Rights to Organizations Access Rights to Multiple Job Workers

o
o
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Workday 2024 R2 automatically available features

After release

2.5 UK / Ireland
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Workday 2024 R2 automatically available features

After release

Learning Assignment RHeco ril s
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Workday 2024 R2 automatically available features

After release

Learning Assignment Records The I'epOI’t Wl” ShOW Only thOSG WhO are |n the
location hierarchy where the processing user supports.
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Workday 2024 R2 automatically available features

We secure Learning Assignments to these

domains: May impact your training materials
* Person Data: Learning

* Reports: Learning Record

+ Self Service: Learning [Mpachaesernton:

Data Source Filter for Learning Assignment Use the Security Audit Exception task

Record RDS is no longer required. to identify constrained security groups
that are no longer permitted on the
new Process: Booking Files domain.

Effort Defect link Not applicable

Additional description if applicable

Learning Assignments Security Update

Community link (workday.com)
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Role-Based security for transfer credit

What’s changing

We continue to improve and extend role-based security access for
components across Workday Student.

Additional considerations

Business benefits
This feature gives you more configuration flexibility in your tenant.
Changes

We update these domains to support role-based security for
transfer credit:

+ Manage: Delete Student Transfer Credit
« Manage: Student Transfer Credit

On these domains, we add these allowed security groups, in
addition to the existing allowed security group types:

* Roles - Academic Record
* Roles - Student Cohort
* Roles - Student Cohort Collections
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What do i need to do?

This feature is automatically available. We recommend that
you update your training materials so that users are aware
of the changes.

What happens if i do nothing?

If you choose to do nothing, you can continue to use the existing
reports for security auditing.

5 R Role-Based Security for Transfer Credit
Community link orkday com)
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Role-Based security for transfer credit

What’s changing

We continue to improve and extend role-based security access for
components across Workday Student.

What’s changing

Users with these roles can now view, assign, and manage transfer
credits for the students they have access to. Example: Users with
a student cohort role can access the transfer credits on the
academic records currently in that cohort.

We also update these tasks so that users can only initiate
evaluate and grant transfer credits for only the academic records
they have access to:

* Initiate Transfer Credit Evaluation
* Launch Mass Transfer Credit Evaluation
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What do i need to do?

This feature is automatically available. We recommend that
you update your training materials so that users are aware
of the changes.

What happens if i do nothing?

This feature is automatically available. We recommend that
you update your training materials so that users are aware
of the changes.

5 R Role-Based Security for Transfer Credit
Community link orkday com)
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Workday 2024 R2 automatically available features

Additional description if applicable
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Security Domains _ - _
Manage: Student Educational Data (existing) May impact your training materials
Manage: Student Educational Institution

Attendances (existing)

Manage: Student External Transcripts

(existing)

Manage: Student Test Results (existing)

Reports: Student External Transcripts

(existing)

Student Data: Educational Institution (existing)

Student Data: External Records (existing)

Student Data: External Transcript (existing)

Student Data: Test Results (existing)

Defect link Not applicable

Role-Based Security for Transfer Credit

Community link (workday.com)
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Role-Based security reporting

What’s changing

Workday continues to improve how you audit role-based security, making it
easier for you to view role-based security access for workers and role
assigners, and to build custom reports.

Additional considerations

» There are no restrictions on the combinations of role assigner and
assignable role values that can be selected.

« If you select only multiple workers, role assigners, or assignable roles from
the prompts, the report will return results for the workers, role assigners, or
assignable roles selected.

 If you select a combination of a worker, role assigner, and an assignable
role from the prompts, the report returns results that combine the 3. If the
report can't meet all three criteria, it doesn't return any results.

* In the Role Assignee column:
 If there's no job title, the column displays the job posting.

 If there's a future dated hire, the job title displays the job posting title until
the hire becomes effective.

* Once a worker is terminated, all past entries revert to the job posting title.
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A

What do i need to do?

This feature is automatically available. We recommend that you update your
training materials so that users are aware of the new Role-Based Security
Audit Report.

What happens if i do nothing?

If you choose to do nothing, you can continue to use the existing reports for
security auditing.

Configuration notes

The Role-Based Security Audit Report is available for all English speaking
users. In order for security administrators who are non-English speakers to
find the report, they need the Allow Mixed-Language Transactions option to
be checked in their Workday Account in order to search for the Role-Based
Security Audit Report.

5 R Role-Based Security for Transfer Credit
Community link orkday com)
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Role-Based security reporting

What’s changing

Workday continues to improve how you audit role-based security, making it
easier for you to view role-based security access for workers and role
assigners, and to build custom reports.

Additional considerations

» There are no restrictions on the combinations of role assigner and
assignable role values that can be selected.

« If you select only multiple workers, role assigners, or assignable roles from
the prompts, the report will return results for the workers, role assigners, or
assignable roles selected.

 If you select a combination of a worker, role assigner, and an assignable
role from the prompts, the report returns results that combine the 3. If the
report can't meet all three criteria, it doesn't return any results.

* In the Role Assignee column:
 If there's no job title, the column displays the job posting.

 If there's a future dated hire, the job title displays the job posting title until
the hire becomes effective.

* Once a worker is terminated, all past entries revert to the job posting title.
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A

What do i need to do?

This feature is automatically available. We recommend that you update your
training materials so that users are aware of the new Role-Based Security
Audit Report.

What happens if i do nothing?

If you choose to do nothing, you can continue to use the existing reports for
security auditing.

5 R Role-Based Security for Transfer Credit
Community link orkday com)
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Workday 2024 R2 automatically available features

After release

r

Role-Based Security Audit Report
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Workday 2024 R2 automatically available features

After release

Role-Based Security Audit Report &  $i¢ g o
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Workday 2024 R2 automatically available features

After release
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Workday 2024 R2 automatically available features

After release

Role-Based Security Audit Report am %
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Workday 2024 R2 automatically available features

Domains: Report:

» Customer Central Security Administration * Role-Based Security Audit report data source No impact
* Public Reporting Items (RDS)

» Security Administration

* Worker Data: Public Worker Reports Report Fields:

Report Fields: « Completed By

+ Effective as of * Initiator

* Entry Moment * Processed Transaction

+ Time Zone * Role Assignee

* Role Assigner

» Security Change Reason

» Security Change Reason Details
» Security Effective as of

» Security Groups

» Security Outcome

« Transaction

* Worker

Effort Defect link Not applicable
Additional description if applicable N ) ; i
p pp CO mmun Ity I|n k Egﬁlssr?ﬁd Security Reporting | Workday
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Security domains for transfer credit A

What’s changing What do i need to do?

We reorganize the security domain structure for some transfer This feature is automatically available. We recommend that you:

credit domains and tasks for consistency. - Review your domain security policies as a result of

iti ' ' h hanges.
Additional considerations these changes

+ Update your training materials so that users are aware
Business Benefits of the changes.

These changes enable you to configure security access

separately for users to: What happens if i do nothing?

* Setup transfer credit rules. This feature will be automatically available in Production with

« Manage transfer credits for students. Workday Release 24R2.
Changes
Security Domains

For consistency with existing Workday domains, we rename
the Manage: Transfer Credit Rules domain to Set Up: Transfer
Credit Rules.

H H Security Domains for Transfer Credit
Community link ot com)
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Security domains for transfer credit A

What’s changing What do i need to do?

We reorganize the security domain structure for some transfer This feature is automatically available. We recommend that you:

credit domains and tasks for consistency. « Review your domain security policies as a result of

Additional considerations these changes.

+ Update your training materials so that users are aware

* Create Transfer Credit Reason
of the changes.

* Create Transfer Credit Rule
» Delete Education Test Transfer Credit Rule

What happens if i do nothing?
» Delete Educational Institution Transfer Credit Rule

This feature will be automatically available in Production with
 Edit Education Test Transfer Credit Rule Workday Release 24R2.
 Edit Educational Institution Transfer Credit Rule
 Edit Transfer Credit Reason
» View Education Test Transfer Credit Rule
» View Educational Institution Transfer Credit Rule

* View Transfer Credit Reason

H H Security Domains for Transfer Credit
Community link ot com)
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Security domains for transfer credit

What’s changing

We reorganize the security domain structure for some transfer
credit domains and tasks for consistency.

Additional considerations
Web Services

* We remove these web services from the Manage: Student
Transfer Credit domain:

» Get Unit Type Conversion Policies
« Put Unit Type Conversion Policies

» These web services continue to be secured to the Set Up:
Transfer Credit domain.

We secure these web services to the Set Up: Transfer Credit
Rules domain instead of Manage: Student Transfer Credit:

* Get Transfer Credit Reasons

* Put Transfer Credit Reason
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A

What do i need to do?
This feature is automatically available. We recommend that you:

* Review your domain security policies as a result of
these changes.

+ Update your training materials so that users are aware
of the changes.

What happens if i do nothing?

This feature will be automatically available in Production with
Workday Release 24R2.

H H Security Domains for Transfer Credit
Community link ot com)
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Security domains for transfer credit

What’s changing

We reorganize the security domain structure for some transfer
credit domains and tasks for consistency.

Additional considerations
Deployment considerations

Review customer security requirements for creating transfer credit
rules and managing transfer credit for students.

You may need to modify permissions on the security policies for
these domains:

+ Manage: Create Transfer Credit Rules and Evaluate Student
Transfer Credit

» Set Up: Transfer Credit Rules (renamed)

The security policies on these domains are independent and no
longer inherit from the Manage: Student Transfer Credit domain.
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A

What do i need to do?
This feature is automatically available. We recommend that you:

* Review your domain security policies as a result of
these changes.

+ Update your training materials so that users are aware
of the changes.

What happens if i do nothing?

This feature will be automatically available in Production with
Workday Release 24R2.

H H Security Domains for Transfer Credit
Community link ot com)
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Workday 2024 R2 automatically available features

These changes enable you to configure _
security access separately for users to: No impact
Set up transfer credit rules.

Manage transfer credits for students.

Impact description:

EffO rt DefeCt l In k Not applicable
Addltlonal description |f applicable . . Security Domains for Transfer Credit
Community link (workday.com)
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Security for personal information items

What’s changing

Workday enhances security on Personal Information prompts,
report fields, and tasks. The feature will be Automatically Available
in Production with Workday Release 24R2.

Additional considerations
Business benefits

This enhancement provides users with a more consistent
experience when securing Personal Information items, and
prevents unintended access to data.

Changes

Custom ID report field: We add more granular security to the
Custom ID report field by removing it from the Public Reporting
Items domain and adding it to these domains:

* Audit: Student Data
* Person Data: ID Information

* Person Data: Other IDs
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What do i need to do?

This feature will be automatically available in Production with
Workday Release 24R2.

What happens if i do nothing?

This feature will be automatically available in Production with
Workday Release 24R2.

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be Automatically
Available in Production with Workday Release 24R2.

Additional considerations

* Pre-Hire Personal Data: ID Information

» Self-Service: ID Information

+ Self-Service: Other IDs

» Worker Data: Beneficiary Other IDs

» Worker Data: Current Staffing Information

Government ID report field: We add more granular security to the Government ID report field by removing it from the
Public Reporting Items domain and adding it to these domains:

e Audit: Student Data
 Candidate Data: National and Government IDs
« Manage: Supervisory Organization

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be Automatically
Available in Production with Workday Release 24R2.

Additional considerations

* Person Data: Government IDs

» Person Data: ID Information

+ Self-Service: Government IDs

» Self-Service: ID Information

» Worker Data: Beneficiary Government IDs
» Worker Data: Dependent Government IDs
ID report fields: We add more granular security to these ID report fields:
» |ID Added

« |D Changed

* ID Removed

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be Automatically
Available in Production with Workday Release 24R2.

Additional considerations

We remove them from the Public Reporting Items domain and add them to these domains:
+ Audit: Student Data

» Audits: Workday Support

« Candidate Data: National and Government IDs

« Former Worker Storage

« Manage: Student Application Entry State

* Manage: Supervisory Organization

* Person Data: Government IDs

« Person Data: ID Information

* Person Data: Licenses

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

* Person Data: Other IDs

» Person Data: Passports and Visas

* Pre-Hire Personal Data: ID Information

* Process: Payroll Settlement

 Reports: Pay Calculation Results for Worker (Payslips)
» REST API Public

« Self-Service: Beneficiary SSN Reporting

« Self-Service: Dependent SSN Reporting

+ Self-Service: Government IDs

« Self-Service: I-9 Forms

« Self-Service: ID Information N o Domaine for Transier Credi
Communlty ||nk Svigrl,ll(l’(;t;/ .C(?Jl’rT;alﬂS or Transfer Credit
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Security for personal information items

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be

Automatically Available in Production with Workday Release 24R2.

Additional considerations

46

Self-Service: Licenses
Self-Service: Other IDs

Self-Service: Passports and Visas

Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:

Beneficiary Government IDs
Beneficiary National IDs
Beneficiary Other IDs
Beneficiary SSN Reporting
Current Staffing Information
Dependent Government IDs
Dependent National IDs

Dependent SSN Reporting
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Community link

Security Domains for Transfer Credit

(workday.com)
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Security for personal information items

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations
 Worker Data: I-9 Forms

National ID report fields: Workday adds more granular security to these National
ID report fields:

« National ID Formatted

» National ID in Display Format

« National ID Obscured

« National ID Unformatted

We remove them from the Public Reporting Items domain and add them to these domains:
« Audit: Student Data

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

» Audits: Workday Support

« Candidate Data: National and Government IDs
« Former Worker Storage

+ Manage: Student Application Entry State

* Person Data: Government IDs

« Person Data: ID Information

* Pre-Hire Personal Data: ID Information

» Process: Payroll Settlement

» Reports: Pay Calculation Results for Worker (Payslips)
+ Self-Service: Beneficiary SSN Reporting

» Self-Service: Dependent SSN Reporting N  Domaine for Trancier Cred
COmmunIty ||nk Svigrl,ll(l’(;t;/ .C(iJl’rT;alﬂS or Transfer Credit
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

+ Self-Service: Government IDs

+ Self-Service: ID Information

» Worker Data: Beneficiary National IDs

» Worker Data: Beneficiary SSN Reporting
» Worker Data: Dependent National IDs

» Worker Data: Dependent SSN Reporting

ID value changed report field: Workday adds more granular security to the ID Value Changed report field by removing it from the Public
Reporting Items domain and adding it to these domains:

» Audit: Student Data
+ Audits: Workday Support

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

« Candidate Data: National and Government IDs
» Former Worker Storage

« Manage: Student Application Entry State

« Manage: Supervisory Organization

* Person Data: Government IDs

« Person Data: ID Information

* Person Data: Licenses

» Person Data: Other IDs

» Person Data: Passports and Visas

* Pre-Hire Personal Data: ID Information

» Process: Payroll Settlement I Do for Transfer Cred
COmmunIty ||nk Svigrlil(gt;/ .C%I’rT;alﬂS or Transfer Credit
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

» Reports: Pay Calculation Results for Worker (Payslips)
* REST API Public

» Self-Service: Beneficiary SSN Reporting

» Self-Service: Dependent SSN Reporting

+ Self-Service: Government IDs

+ Self-Service: -9 Forms

+ Self-Service: ID Information

+ Self-Service: Licenses

+ Self-Service: Other IDs

» Self-Service: Passports and Visas

» Worker Data: Beneficiary Government IDs N Do for Transfer Cred
COmmunIty ||nk Svigrlir(;t;/ .C%I’rT;alﬂS or Transfer Credit
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Security for personal information items

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be

Automatically Available in Production with Workday Release 24R2.

Additional considerations

52

Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:
Worker Data:

Beneficiary National IDs
Beneficiary Other IDs
Beneficiary SSN Reporting
Current Staffing Information
Dependent Government IDs
Dependent National IDs
Dependent SSN Reporting

-9 Forms
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

License number report field: Workday adds more granular security to the License Number report field by removing it from the Public
Reporting Items domain and adding it to these domains:

e Audit: Student Data

Person Data: ID Information

Person Data: Licenses

Self-Service: ID Information

Self-Service: Licenses

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

Form I-9 section name report field: Workday adds more granular security to the Form I-9 Section Name report field by removing it from the
Public Reporting Items domain and adding it to these domains:

« Audit: Student Data

» Audits: Workday Support

« Candidate Data: National and Government IDs
« Former Worker Storage

« Manage: Student Application Entry State

* Manage: Supervisory Organization

* Person Data: Government IDs

» Person Data: ID Information

* Person Data: Licenses

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

» Person Data: Other IDs

» Person Data: Passports and Visas

* Pre-Hire Personal Data: ID Information

» Process: Payroll Settlement

» Reports: Pay Calculation Results for Worker (Payslips)
* REST API Public

» Self-Service: Beneficiary SSN Reporting

» Self-Service: Dependent SSN Reporting

+ Self-Service: Government IDs

» Self-Service: 1-9 Forms

» Self-Service: ID Information I Do for Transfer Cred
COmmunIty ||nk Svigrlil(gt;/ .C%I’rT;alﬂS or Transfer Credit
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Security for personal information items

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be

Automatically Available in Production with Workday Release 24R2.

Additional considerations

56

Self-Service: Licenses

Self-Service: Other IDs

Self-Service: Passports and Visas

Worker Data: Beneficiary Government IDs
Worker Data: Beneficiary National IDs
Worker Data: Beneficiary Other IDs
Worker Data: Beneficiary SSN Reporting
Worker Data: Current Staffing Information
Worker Data: Dependent Government IDs
Worker Data: Dependent National IDs

Worker Data: Dependent SSN Reporting
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations
 Worker Data: I-9 Forms

Global identifier report field: Workday adds more granular security to the Global Identifier report field by
removing it from the Public Reporting Items domain and adding it to these domains:

+ Audit: Student Data

» Audits: Workday Support

« Candidate Data: National and Government IDs
« Former Worker Storage

« Manage: Student Application Entry State

« Manage: Supervisory Organization

* Person Data: Government IDs

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be
Automatically Available in Production with Workday Release 24R2.

Additional considerations

« Person Data: ID Information

* Person Data: Licenses

» Person Data: Other IDs

» Person Data: Passports and Visas

* Pre-Hire Personal Data: ID Information
» Process: Payroll Settlement

» Reports: Pay Calculation Results for Worker (Payslips)
* REST API Public

» Self-Service: Beneficiary SSN Reporting
+ Self-Service: Dependent SSN Reporting

» Self-Service: Government IDs I Do for Transfer Cred
COmmunlty ||nk Svigrigt;/ .C(?JrrT:]alﬂS or Transfer Credit
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Security for personal information items

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks. The feature will be

Automatically Available in Production with Workday Release 24R2.

Additional considerations

+ Self-Service: -9 Forms

+ Self-Service: ID Information

« Self-Service: Licenses

+ Self-Service: Other IDs

» Self-Service: Passports and Visas

» Worker Data: Beneficiary Government IDs
» Worker Data: Beneficiary National IDs

» Worker Data: Beneficiary Other IDs

» Worker Data: Beneficiary SSN Reporting
» Worker Data: Current Staffing Information

* Worker Data: Dependent Government IDs
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks.
The feature will be Automatically Available in Production with Workday Release 24R2.

Additional considerations
» Worker Data: Dependent National IDs
» Worker Data: Dependent SSN Reporting

 Worker Data: I-9 Forms

Masked identification # (Public REST) report field: Workday adds more granular security to the Masked Identification # (Public REST)
report field by removing it from the Public Reporting Items domain and adding it to the REST API Public domain.

H H Security Domains for Transfer Credit
Community link ot com)

60 © 2024 Cognizant | Private ‘I CogniZClnt'


https://doc.workday.com/release-notes/en-us/stuops/7522923.html
https://doc.workday.com/release-notes/en-us/stuops/7522923.html

Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks.
The feature will be Automatically Available in Production with Workday Release 24R2.

Additional considerations

Visa identification number report field: Workday adds more granular security to the Visa ldentification
Number report field by removing it from the Public Reporting Items domain and adding it to these domains:

« Audit: Student Data

« Person Data: ID Information

» Person Data: Passports and Visas
+ Self-Service: ID Information

» Self-Service: Passports and Visas

» Worker Data: Dependent Government IDs

H H Security Domains for Transfer Credit
Community link ot com)
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Security for personal information items A

What’s changing

Workday enhances security on Personal Information prompts, report fields, and tasks.
The feature will be Automatically Available in Production with Workday Release 24R2.

Additional considerations

Pre-Hire prompt on tasks: Workday adds contextual security on the Pre-hire prompt for these tasks :
 Edit ID Information for Pre-Hire

 Edit Pre-Hire Contact Information

* Pre-Hire Contact Information

* Pre-Hire ID Information

* Pre-Hire Names

H H Security Domains for Transfer Credit
Community link ot com)
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Workday 2024 R2 automatically available features

This enhancement provides users with a more ' _
consistent experience when securing No impact

Personal Information items, and prevents
unintended access to data.

Impact description:

EffO rt DefeCt l In k Not applicable
Addltlonal description |f applicable . . Security for Personal Information Items
Community link (workday.com)
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Security for personal information items

What’s changing

We update the security for the Worker ID (REST) and
Employee ID report fields.

Additional considerations
Business benefits

This feature provides you with more granularity and consistency
when configuring which users have access to view an ID for a
worker.

Changes

We now secure the Worker ID (REST) and Employee ID report
fields to these domains instead of the Public Reporting
ltems domain:

» Global Payroll System
* Reports: Learning Record
+ Self-Service: Current Staffing Information

+ Self-Service: Payroll (My Payslips)
+ Self-Service: Payroll (My Withholding Elections) - CAN
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What do i need to do?

Make sure that users who use the Worker ID
(REST) and Employee ID report fields are secured to one of
these domains in order to maintain access to the report fields:

Global Payroll System

Reports: Learning Record

Self-Service: Current Staffing Information
Self-Service: Payroll (My Payslips)

Self-Service: Payroll (My Withholding Elections) - CAN
Worker Data: Current Staffing Information

Worker Data: Payroll (Company Specific)

Worker Data: Worker ID

H H Security for Worker ID (REST) and Employee
Communlty “nk ID Report Fields (workday.com)
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Security for personal information items

What’s changing

We update the security for the Worker ID (REST) and
Employee ID report fields.

Additional considerations

» Worker Data: Current Staffing Information
» Worker Data: Payroll (Company Specific)
» Worker Data: Worker 1D

This enables members of a security group with access to one of
those domains to view the ID for a worker, such as on:

A custom report.

A worksheet for the Change Business Title and Move Workers
(Supervisory) business processes.

Global Search
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A

What do i need to do?

The security for the report fields is automatically updated. Users
who used to have access the report fields might no longer be able
to view them.

H H Security for Worker ID (REST) and Employee
Communlty “nk ID Report Fields (workday.com)
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Workday 2024 R2 automatically available features

The Worker ID (REST) and Employee ID report We now secure the Worker ID (REST) and Employee
fields are secured to the Public Reporting Items ID report fields to these domains instead of the Public No impact
Reporting Items domain:

» Global Payroll System

* Reports: Learning Record
+ Self-Service: Current Staffing Information

+ Self-Service: Payroll (My Payslips)

+ Self-Service: Payroll (My Withholding
Elections) - CAN

* Worker Data: Current Staffing Information
* Worker Data: Payroll (Company Specific)
* Worker Data: Worker 1D

Effort Defect link Not applicable
Additional description if applicable T Security for Worker ID (REST) and
CO mmun Ity Iln k Employee ID Report Fields (workday.com)

66 © 2024 Cognizant | Private c CogniZClnt'



https://doc.workday.com/release-notes/en-us/hrcore/8165385.html
https://doc.workday.com/release-notes/en-us/hrcore/8165385.html

Security for personal information items A

What'’s changing What do i need to do?

With this release, we enable greater access to the Supplier No setup needed.

Contract Lines report data source for security groups.

Additional considerations What happens if | do nothing?

Business benefits This will be automatically available from your tenant.
We provide easier access to reporting for your organization.

Changes Delivery details

We update the Supplier Contract Lines data source filter to Preview Date: 2024-08-17

evaluate security for these security groups: Production Date: 2024-09-21

* Intersection Service Update Date: 2024-08-17

» Supplier Contract Specialist for Supplier Contract
* Unconstrained

Unsupported Security Group Access to
Com mun |ty ||n k Supplier Contract Reporting Data Sources
(workday.com)
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Security for personal information items A

What’s changing What do i need to do?

With this release, we enable greater access to the Supplier No setup needed.
Contract Lines report data source for security groups.

Additional considerations What happens if | do nothing?

For Intersection security group users, Workday now only displays This will be automatically available from your tenant.

contract lines that meet all dimensions of the security group on

custom reports. Delivery details

Supplier Contrac_;t Specialist fc_)r Supplier Contract security group Preview Date: 2024-08-17

users can now view contract lines on custom reports, but not _

amendment or history lines. Production Date: 2024-09-21
Unconstrained security group users can now view entire custom Service Update Date: 2024-08-17
reports.

We also update the Organizations prompt on custom reports to
display only relevant values to the respective security groups.

We deliver a new Supplier Contract State Line Type report field on
the Supplier Contract Line (secured to the Public Reporting Items
domain) that you can use in custom reports on the status of
supplier contract lines.

Unsupported Security Group Access to
Com mun |ty ||n k Supplier Contract Reporting Data Sources
(workday.com)
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Workday 2024 R2 automatically available features

For Intersection security group users, Workday now only

displays contract lines that meet all dimensions of the No impact
security group on custom reports.

Supplier Contract Specialist for Supplier Contract security
group users can now view contract lines on custom

reports, but not amendment or history lines. Impact description:

Unconstrained security group users can now view entire
custom reports.

We also update the Organizations prompt on custom
reports to display only relevant values to the respective
security groups.

We deliver a new Supplier Contract State Line Type report
field on the Supplier Contract Line (secured to the Public
Reporting Items domain) that you can use in custom
reports on the status of supplier contract lines.

EffO rt DefeCt l In k Not applicable
Additional description if applicable S Worksheets Expanded Sharing Options
CO mmun |ty I In k for Security (workday.com)
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Workday 2024 R2 automatically available features
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Enter name

(3 Link Sharing Off

Share

Share Who Has Access

Advanced Settings
Editors can share

Commenters and
\

Advanced

Can Edit

Convert to Template

Convert to Template

X
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Workday 2024 R2 automatically available features

After Release

Share Logan's Workboo

Share Who Has Acc Advanced

—
Share with Individuals

Enter r

Share with Groups
Enter group name
(I Link Sharing Off

Share Logan's Workbook

Share Who Has Access Advanced

Advanced Settings k

Who can copy?
© owneronly

Owner and Editors

Who can download/print? Who can share?
o Owner Only o Owner Only

Owner and Editors ) Owner and Editors
Owner, Editors, and Commenters

Owner, Editors, and Commenters
Owner, Editors, Commenters,
and Viewers Owner, Editors, Commenters,

and Viewers

Close Convert to Template
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Worksheets expanded sharing options for security A

What’s changing What do i need to do?
Worksheets enables more granular selections for sharing, in the workbook The new enhanced sharing option feature is available automatically. No action is
sharing dialog Advanced tab. Along with selecting Edit, Comment, and View needed.

permissions, you can now choose individual options for the Share, Copy, and

) i When sharing a workbook, select the Advanced tab to choose specific actions that
Download/Print actions.

you want to enable for the permission level you're selecting.

Additional considerations What happens if i do nothing?

Business benefits - Existing shared workbooks continue to have the permissions that were assigned

Worksheets dramatically improves workbook security by offering differentiated before the feature was released. When you view the sharing permissions, you
sharing options in the workbook sharing dialog, providing enhanced control over can adjust the settings using the new options.

recipients’ actions and access within the workbook.  For new workbooks, the workbook sharing default options are changing:

Changes « Only the owner can share, copy, and download/print workbooks.

The Advanced tab in the sharing dialog now includes individual settings for each

<sion level + If the workbook owner shares a workbook with Comment or View permission,
permission level:

recipients will no longer be able to copy, download, or print the workbook by
» Edit: Provides Share, Copy, and Download/Print options. default.

* Comment: Provides Copy and Download/Print options.
* View: Provides Copy and Download/Print options.
These default workbook options are changing:

* Only the owner can share, copy, and download/print workbooks.

. . .. Unsupported Security Group Access to
» If the workbook owner shares a workbook with Comment or View permission, Community |ink Supplier Contract Reporting Data Sources
recipients will no longer be able to copy, download, or print the workbook. (workday.com)
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Before Release

Share

Share Who Has Access

Share with Individuals

Enter name

(O Link Sharing Off

Share

Share Who Has Access

Advanced Settings

Editors can share

Advanced

Convert to Template

Convert to Template

X
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Workday 2024 R2 automatically available features

After Release

Share Logan's Workbook

Share Who Has Acc Advanced

Share with Individuals

Enter n ‘ Can Edit

Share with Groups

Enter group name

(I Link Sharing Off

Share Logan's Workbook

Share Who Has Access Advanced

Advanced Settings k

Who can copy?

Who can download/print? Who can share?
© owner Only
o Owner Only o Owner Only
) Owner and Editors
Owner and Editors Owner and Editors
Owner, Editors, and Commenters
Owner, Editors, and Commenters
Owner, Editors, Commenters,
and Viewers Owner, Editors, Commenters,

and Viewers

Convert to Template
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Workday 2024 R2 automatically available features

The Advanced settings only have the The Advanced settings now have the following _
following items: sections. No impact
+ Editors can share * Who can copy?

« Commenters and viewers can copy, * Who can download/print?

. ° ’)
download, and print. Who can share Impact description:

Where applicable, depending on the

item type. May need to update your training

materials.
Workbook can only be shared to

individuals.

EffO rt DefeCt l In k Not applicable
Additional description if applicable S Worksheets Expanded Sharing Options
CO mmun |ty I In k for Security (workday.com)
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Security - Add attachments security domain

What’s changing

With the 2024R2 release, Workday introduces a new security sub-domain
that enables you to limit a user’s actions only to adding attachments to
supplier invoices and invoice adjustments and not editing or removing
attachments from supplier invoices and invoice adjustments.

This feature improves security by allowing the accounts payables team only
to add attachments to invoices and invoice adjustments while enabling
supervisors and managers to add, delete, and change attachments to
invoices and invoice adjustments.

Additional considerations
Workday makes the following changes and additions to tasks:
* rename the Add Attachments task to Add/Change Attachments.

« provides a new task, Add Attachment, that enables you only to add,
but not change or delete, an attachment.

Workday also delivers a new security domain, Process Supplier Invoice
Document - Add Attachment (secured to the Supplier Accounts functional
area) that you can use to limit users’ ability to add attachments to supplier
invoices and invoice adjustments.

7 © 2024 Cognizant | Private

What do i need to do?

To uptake this feature, create a security policy for the Process:
Supplier Invoice Document - Add Attachment domain. Review the
security groups assigned.

What happens if i do nothing?

If you already have access to add attachments, you continue to have
remove and change access as well.

Note: This feature doesn't enable you to add or change attachments for
supplier invoice requests.

https://doc.workday.com/release-notes/en-
Communlty ||nk us/finsa/8014183.html
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

These newly added domains were not available in
earlier releases.

Add Attachments tasks now renamed.

New task Add attachment only to add documents.

Additional description if applicable
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* We rename the Add Attachments task to Add/Change

Attachments. Y/N:

We provide a new task, Add Attachment, that enables
you only to add, but not change or delete, an
attachment.

Impact description:

new security domain, Process Supplier Invoice
Document - Add Attachment (secured to the Supplier
Accounts functional area) that you can use to limit
users’ ability to add attachments to supplier invoices
and invoice adjustments.

DefeCt l In k Not applicable
c . https://doc.workday.com/release-
Commun |ty link notes/en-us/finsa/8014183.html
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Workday 2024 release 2 set-up based features

Before release After release

All Functional Areas

achment (Task) Expenses
Add/Change Attachment for Supplier Invoice Adjusts Supplier
d/Change Attachment for §
id/Change Attachment for A
d/Change Attachment for A ng Adjustment (Task Financial Accounting

id/Change Attachments to Stop ltem (Task) Banking and Settlement
Core Payroll
Customer A
Expens
Miscellaneous Payments

© More (3)

d/Change Attachments for Ad Hoc Bank Transaction (Task) Banking and Settlement
id/Change Attachments for Ad Hoc Payment (Task) Banking and Settlement
d/Change Attachment for Miscellan: ) aneous Payments
id/Change Attachment for ting Center Detailed Journal (Task) : nting Center
d/Change Attachments for Customer Deposit (Task Customer

Add/Change Attachment for Write-Off (Task) Customer

> cognizant
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Security - Calculation engine security

What’s changing

With the 2024R2 release, Workday enable you to configure access to
calculations based on:

« Category
* Academic Unit

Note: This ensures that administrators can only access calculations within
their area and institution.

Additional considerations

Workday renames the Set Up: Payroll (Calculations - Generic) security
domain to Set Up: Calculations - Generic.

Workday delivers a new Calculation Segmented Setup security domain
secured to these functional areas:

« Core Payroll
* Implementation
» Payroll Interface

* Time Off and Leave
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What do i need to do?

To configure segment security,

1.

Create a Segment-Based Security Group, adding the relevant security
groups and category segments.

Create an All group that contains all category segments not included in
the first step.

Create an All Users group that excludes implementers and the security
groups defined in the first step.

Note: When you create a group such as All Users Exclude Student
Users, implementers won't be included and must be added to

the domain security.

In the Calculation Segmented Setup domain, remove the All Users
group from the domain security policy.

Add the segment security groups that you created in step 1 and step 2.

6. Activate any pending security policy changes.

https://doc.workday.com/release-notes/en-
Communlty ||nk us/stufin/7010559.html
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Security - Calculation engine security

Additional considerations

This domain enables you to configure access to calculations using segment-
based security groups.

When you set up segment-based security in a category, you can create, edit,
and view calculations for the categories you have access to.

We add segment security to various tasks and reports for:
» Generic calculations

* Payroll

Workday also updates these web services to support segment security:
» Get Advanced Lookup Table

» Put Advanced Lookup Table

» Get External Payroll Deduction

« Put External Payroll Deduction

» Get External Payroll Earning

« Put External Payroll Earning

* Get Input Value Lookup Table

* Put Input Value Lookup Table
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What do i need to do?

Your calculations will continue to work as before.

If you don't use segmented security, you don’t need to configure
the Calculation Segmented Setup domain. The All Users group is used by
default. This means that access to creating, editing, and viewing calculations

will remain the same for all users.

Community link

https://doc.workday.com/release-notes/en-
us/stufin/7010559.html
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Security - Calculation engine security

Additional considerations

Contextual security for academic units

« Constrained users can now only use calculations from academic units and categories they have access to.

» Unconstrained users, while not restricted by academic unit security, must still comply with any configured category segment security.

« Workday now contextually secures various tasks and reports in Student by academic unit and category, enabling you to only use calculations that you have access
to.

Financial Aid Calculation Category

» Workday adds a new Financial Aid option to the Category prompt on generic create calculation tasks.
See attachment for complete detalils.

» This update enables you to create calculations related to student financial aid. We also update the Put Lookup Calculation web service to support this functionality.

https://doc.workday.com/release-notes/en-
Communlty ||nk us/stufin/7010559.html
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

Old domain: Set Up: * Rename the Set Up: Payroll (Calculations -
Payroll (Calculations-Generic) Generic) security domain to Set Up:
Calculations - Generic.

Y/N:

* A new Calculation Segmented
Setup security domain secured to Core
Payroll, Implementation, Payroll Interface,
Time Off and Leave Functional Areas.

* A new Financial Aid option to
the Category prompt on generic create
calculation tasks.

Effort <Hours> Defect link Not applicable
Additional description if applicable S https://doc.workday.com/release-
Commun |ty link noF;s/en(iEsv}l:trufir?/);g(l)g;é;i?r?ﬁ
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Security - Contextual security by accounting source

What'’s changing

With the 2024R2 release, Workday continues to enhance Accounting Center
security by delivering contextual security by accounting source. Access to
accounting sources are governed by the source system.

When you create or edit an accounting source and select a source system, Workday
limits access to the accounting source based on the constrained Roles - Source
System security group defined for the source system. Enables you to control which
accounting sources user groups have access to.

Note: Unconstrained users will continue to have access to all accounting sources.

Additional considerations

* Unconstrained security groups continue to have access to all
accounting sources.

* You can use role-based security groups on business process approval steps to
route approvals for a specific accounting source to the correct users.

* The Accounting Center domain security structure has been enhanced to support
contextual security and to make access more configurable (e.g. Accounting
Center Error Manager is now in its own domain). There are no changes to
existing security as part of this, but please see the What's New Report in
Workday for a full list of domain security changes.
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What do i need to do?
1.

Use the Edit Accounting Source task to add the Source System attribute to an
accounting source.

Use the Maintain Assignable Role task to create a hew assignable role
enabled for the source system.

Create a new constrained role-based security group with the assignable role.
Assign users to the new role on the source system.

If role-based security groups don't exist for the company, repeat
steps 2 to 4 for the Company dimension.

https://doc.workday.com/release-notes/en-
Communlty ||nk us/finac/7011236.html
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Security - Contextual security by accounting source

Additional considerations

Accounting Center Detailed Journals (ACDJs)

Users must opt in to the new Accounting Center Detailed Journals -
Contextual Security by Accounting Source feature in order to have ACDJs
constrained by both company and source system.

If you opt-in:

You must add the source system to the accounting sources.

You must add users to constrained security groups for both company and
source system. These security groups should be on the appropriate ACDJ
domains for access.

If users only have constrained security by company after opt-in, they won't have
access to items secured by the ACDJ domains.

If you don't optin:

85

Existing setup will remain and ACDJs will only be constrained by company.

You have a 12 month period to opt in to this feature. After 12 months, we will
automatically enable the feature.

Unconstrained security groups on the ACDJ domains are not affected
by this opt-in.

© 2024 Cognizant | Private

What do i need to do?

For Accounting Center Detailed Journals:Access the Maintain Feature Opt-
In report and for the Accounting Center Detailed Journals - Contextual Security
by Accounting Source feature, select Opt In to Feature.

Add a new role-based security group for the source system to these domains
based on your security requirements. Ensure that the role-based security group
for the Company exists on these domains:

1. Process: Accounting Center Detailed Journals — Add/Change Attachment
Process: Accounting Center Detailed Journals — Cancel
Process: Accounting Center Detailed Journals — Core

Process: Accounting Center Detailed Journals — Reporting

ok~ 0N

Process: Accounting Center Detailed Journals — View

https://doc.workday.com/release-notes/en-
Communlty ||nk us/finac/7011236.html
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Security - Contextual security by accounting source

Additional considerations
Accounting Center Detailed Journals (ACDJs)

* Users must opt in to the new Accounting Center Detailed Journals -
Contextual Security by Accounting Source feature in order to have ACDJs
constrained by both company and source system.

If you opt-in:
* You must add the source system to the accounting sources.

* You must add users to constrained security groups for both company and
source system. These security groups should be on the appropriate ACDJ
domains for access.

» If users only have constrained security by company after opt-in, they won't have
access to items secured by the ACDJ domains.

If you don't optin:
» Existing setup will remain and ACDJs will only be constrained by company.

* You have a 12 month period to opt in to this feature. After 12 months, we will
automatically enable the feature.

* Unconstrained security groups on the ACDJ domains are not affected
by this opt-in.
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For all other Accounting Center domains:

Add a new role-based security group to these domains based on your security
requirements:

Process: Accounting Center
Process: Accounting Center Error Manager

Set Up: Accounting Source — Maintain

A O D P

Set Up: Accounting Source — Inactivate
5. Set Up: Accounting Source — Process Configuration

(Optional) Add at least 1 of the above security groups to the security policies for
these business processes:

1. Accounting Center Summarization Event

2. Accounting Center In-line Edit Approval Event

What happens if i do nothing?

There will be no immediate changes in Workday, and existing security will
remain as-is.

https://doc.workday.com/release-notes/en-
Communlty ||nk us/finac/7011236.html
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

These are newly added domains which were not Below New domains are now available:-

avallable in earlier releases. - Set Up: Source Systems domain (secured to the
Accounting Center functional area)

» Process: Accounting Center Error Manager domain
(secured to the Accounting Center functional area)

» Process: Accounting Center Summary
Journals domain (secured to the Accounting Center
functional area)

Below New fields are now available:

» Source System field (secured to the constrained
Roles - Source System security group)

Additional description if applicable
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Y/N:

Impact description:

DefeCt l In k Not applicable
c . https://doc.workday.com/release-
Commun |ty link notes/en-us/finac/7011236.html
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Workday 2024 release 2 set-up based features

After Release
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After Release
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After Release
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Workday 2024 release 2 set-up based features

After Release

Maintain Assignable Roles
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Workday 2024 release 2 set-up based features

After Release

View Accounting Source 1

Information
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Workday 2024 release 2 set-up based features

After Release

Edit Accounting Source View Accounting Source

B i i
B i PR (o iy
Af :.._|-||||||| TR giEn & AEESUNINgG (5 ‘ ]

b

As unconstrained user As constrained user
- Access to all accounting sources - Access only to accounting sources that they support
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Security - Payroll country segmented security

What’s changing

With the 2024R2 release, Workday introduces Workday adds a new security
domain that enables you to ensure users can select specific countries on
certain payroll tasks.

This enhances security by restricting access to certain countries based on
user roles.

Note:

Additional considerations

Workday delivers a new Payroll Country Segmented Setup domain (secured
to the Core Payroll, Implementation, and Payroll Interface functional areas)
that enables you to create segment-based security groups by country.
Workday adds this security to the Country field on these domains:

» Pay Cycle Command Center domain
» Payroll Settlements domain
* Report Execution domain

* Reports: Pay Calculation Results for Pay Group (Results) domain
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What do i need to do?

To enable this feature, you must create segment-based security groups and give
those groups access to the Payroll Country Segmented Setup domain.

* Fromthe Type of Tenanted Security Group field, select Segment-Based
Security Group.

* Fromthe Access to Segments field, select Security Segments (Workday
Owned) > Payroll Country Security Segment (Workday Owned).

When you edit the permissions on the Payroll Country Segmented Setup domain,
Workday recommends removing the All Users group and adding both the segment-
based security groups that you create and the Implementers group to these grids:

https://doc.workday.com/release-notes/en-
Communlty ||nk us/paywdarch/8031079.html
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Security - Payroll country segmented security

Additional considerations

95

Set Up:
Set Up:
Set Up:
Set Up:
Set Up:
Set Up:
Set Up:
Set Up:
Set Up:

Payroll

Payroll — FRA domain

Payroll (Calculations - Payroll Specific) domain:
Payroll (Flexible Payments and Deduction Options)
Payroll (Model My Pay)

Payroll (Payroll Input Workbooks)

Payroll (Prism PROVE)

Payroll (Reporting)

Payroll (Taxes View)

© 2024 Cognizant | Private

Report/Task Permissions

Integration Permissions

What happens if | do nothing?

Users with Editable Sheet Access or the Version permission can use the
scenario feature.

The Download Scenario Changes option won't display

for any user.

Community link

https://doc.workday.com/release-notes/en-

us/paywdarch/8031079.html
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

These are newly added domains which New Payroll Country Segmented Setup _
were not available in earlier releases. domain (secured to the Core Payroll, Y/N:
Implementation, and Payroll Interface

functional areas)

Impact description:

Effort <Hours> Defect link Not applicable
Additional description if applicable S https://doc.workday.com/release-
Commun |ty I In k notes/en-us/paywdarch/8031079.html

€ cognizant
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Security - Rule-based security framework

What’s changing

With the 2024R2 release, Workday enables you to create conditional security
rules that limit users in specific roles from accessing job openings.

This provides an alternative to existing, complex methods of restricting
instance access, such as security intersections or exclusions.

Note: These enhancements are currently limited to recruiting-specific use
cases. In future releases, we plan to broaden this functionality to other areas.

Additional considerations

Workday adds a new Exclude Access to Instances by Rule option, for the
creation of rule-based security groups using the Create Security Group task
(secured to the Security Configuration domain). Once you configure a
security rule, you can then add that rule and a baseline role-based security
group to a rule-based security group.

You can also use the Test Security Rule report (secured to the Set Up:
Security Rules domain) to verify that a security rule works as intended for the
target user and job application instance.
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What do i need to do?

Since these updates are currently limited to recruiting, we recommend
configuring recruiters' access to Workday before creating any security rules.
To limit recruiters' ability to view and modify a job application instance, a
recruiter must be:

* Assigned to a rule-based security group related to recruiting, including
primary, location hierarchy, or supervisory recruiters.

* An applicant to a job requestion in which they are
assigned a role.

What happens if i do nothing?

* You wont experience any changes.

https://doc.workday.com/release-notes/en-
Communlty ||nk us/paywdarch/8031079.html
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

The Exclude Access to Instances by Rule A new Exclude Access to Instances by

option is not available. Rule option, for the creation of rule-based
security groups using the Create Security
Group task

Y/N:

Impact description:

Effort <Hours> Defect link Not applicable
Additional description if applicable S https://doc.workday.com/release-
Commun |ty I In k notes/en-us/configsec/7937813.html
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Workday 2024 release 2 set-up based features

Before release After release

Edit Rule-Based Security Group  security - Rule-Based Security Framework (=)

N/A
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Security - Security for student workers

What’s changing

With the 2024R2 release, You can now prevent student workers from
approving their own registration withdraw and instructor eligibility business
process events.

This provides your institution with additional security configuration options,
enabling students to act according to the policies set by your institution.

Note:

Additional considerations

You can now prevent student workers from completing the Approval step on
these business processes when it's for them:

» Designate Instructor Eligibility subprocess events related to instructor
eligibility (secured to the Student Records functional area)

* Registration Withdraw Event (secured to the Student Records
functional area)

100 © 2024 Cognizant | Private

What do i need to do?

To enable this functionality for either the Registration Withdraw
Event business process or the Designate Instructor Eligibility subprocess:

1.

Select Business Process > Maintain Advanced Routing from the
related actions menu of the approval step of the business process.

Select Exclude Event Subject. equestion in which they are
assigned a role.

What happens if i do nothing?

Student workers can continue to complete the Approval step on these
business processes when it's for them:

Designate Instructor Eligibility subprocess events related to instructor
eligibility (secured to the Student Records functional area)

Registration Withdraw Event (secured to the Student Records
functional area)

https://doc.workday.com/release-notes/en-
CO mmun |ty | | n k us/stucurr/7792566.html#limpact-tab
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

» Designate Instructor Eligibility subprocess

events related to instructor eligibility Y/N:

* Registration Withdraw Event (secured to the
Student Records functional area)

Impact description:

Effort <Hours> Defect link Not applicable
Additional description if applicable . . https://doc.workday.com/release-notes/en-
Community link us/stucurr/7792566.html#mpact-tab
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Security - Segmented security for non-funded plans

What’s changing

With the 2024R1 release, Workday makes it easier to secure non-funded
compensation plans.

You can now enable segmented security to restrict access to specific non-funded
compensation plan assignments to specific security groups.

Note:

Additional considerations

Workday delivers these new Security domains:
Non-Funded Security Domains

* Worker Data: Non-Funded Plan Assignments
» Self Service: Non-Funded Plan Assignments

Workday 2024R2 enables segmented security for these compensation plan
assignments:

» Allowance Plans

+ Calculated Plans

+ Commission Plans
* Hourly Plans

* Period Salary Plans
» Salary Plans

e Unit Salary Plans
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What do i need to do?

To uptake the new functionality, access the Create Compensation Plan Security
Assignment task, then create security segments that restrict access to specific
plan assignments to your desired security groups.

What happens if i do nothing?

Student workers can continue to complete the Approval step on these business
processes when it's for them:

Designate Instructor Eligibility subprocess events related to instructor eligibility
(secured to the Student Records functional area)

Registration Withdraw Event (secured to the Student Records
functional area)

https://doc.workday.com/release-notes/en-
CO mmun |ty | | n k us/stucurr/7792566.html#limpact-tab
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Security - Segmented security for non-funded plans

Additional considerations

Workday updates the Create Compensation Plan Security Assignment task. Workday adds:
* The Non-Funded Plan Types folder to the Compensation Plan Types prompt.
* The Non-Funded Plan folder to the Compensation Plan prompit.

Workday delivers several new report fields on these business objects:

» Adjustment For

« Employee Compensation Event

« Position

» Worker Business Process

All of the new report fields are secured to these new security domains:

» Self Service: Non-Funded Plan Assignments

» Worker Data: Non-Funded Plan Assignments

https://doc.workday.com/release-notes/en-
CO mmun |ty | | n k us/stucurr/7792566.html#limpact-tab
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

* New Security domains:
Worker Data: Non-Funded Plan Assignments Y/N:
Self Service: Non-Funded Plan Assignments

* Enables Segment security on Allowance, Calculated,
Comission, Hourly, Period Salary, Salary, Unit Salary Impact description.
plans. '

* New report fields on these business objects:
Adjustment For

Employee Compensation Event

Position

Worker Business Process

Effort <Hours> Defect link Not applicable
Additional description if applicable S https://doc.workday.com/release-
Commun |ty link notes/en-us/hrcomp/7753316.html
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Workday 2024 release 2 set-up based features

Before Release
Create Compensation Plan Assignment Security Segment Create Compensation Plan Assignment Security Segment

Name * Name *

Funded Plan Types Search : Funded Plan Types

By Type
Funded Plan Funded Plan Search
All

Bonus Plans

Merit Plans

Stock Plans

Create Merit Percent Plan
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Workday 2024 release 2 set-up based features

After Release

Create Compensation Plan Assignment Security Segment

Name

Compensation Plan Types

Compensation Plan

© 2024 Cognizant | Private

Search

& Non-Funded Plan Types
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Create Compensation Plan Assignment Security Segment

Name

Compensation Plan Types

Compensation Plan

Search

< Non-Funded Plan

Calculated Plan >
Commission Plan >
Hourly Plan >
Period Salary Plan

Salary Plan

Salary Unit Plan
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Security - User-based security group membership workflow

What’s changing

With the 2024R2 release, Workday enables you to add or remove multiple
users from a single user-based security group.

This ensures appropriate compliance with your security procedures, while
also streamlining the process of maintaining and approving changes in group
membership. All changes made using this workflow will be fully documented
in the audit trail.

Note:

Additional considerations

Workday delivers new business processes for you to initiate changes in user-
based security group membership:

» User-Based Security Assignment Event for User
» User-Based Security Assignment Event for Group

Using the new Update User-Based Security Group Membership initiating
action, you can modify the users in a user-based security group. You can
also use the new User-Based Security Group Event for Group web
service to initiate the User-Based Security Assignment Event for Group
business process.

107 © 2024 Cognizant | Private

What Do | Need To Do?
1.

Enable and configure the Process: User-Based Security Group
Event domain security policy in the System functional area (under
the Security Administration parent policy).

Configure the User Based Security Group Event for User business
process security policy.

Create the User-Based Security Group Event for User business process
default definition.

4. Access the Update User-Based Security Group Membership task.
5. (Optional) Use the Disable User-Based Security Group Tasks feature opt-

in to disable existing tasks for adding members to user-based security
groups. These tasks won't route through the new business process
definition. By disabling the existing tasks, all user-based security group
assignment changes go through the new business process.

https://doc.workday.com/release-notes/en-
CO mmun |ty | | n k us/configsec/7866713.html
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Security - User-based security group membership workflow (cont.)

Additional Considerations What happens if i do nothing?

You can route these membership changes to other unconstrained security « You wont experience any changes.
groups, for review, approval, or denial.

To ensure these tasks function as intended, we recommend disabling existing
non-workflow enabled tasks using the Disable User-Based Security
Group feature opt-in.

Deployment Considerations

» Workday recommends against using both the business process and non-
workflow enabled tasks, as this could cause conflicting assignments.

» Completed events are reported in the Find Events and Security History
for User reports. You can also create custom reports for these events
using the Security History for User data source.

« Upon initiation of the business process, Workday checks to see if there are
any in-progress events. If so, a message displays advising the user to
complete the in-progress event before proceeding.

https://doc.workday.com/release-notes/en-
CO mmun |ty | | n k us/configsec/7866713.html
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Workday 2024 release 2 setup based features

Prior to 2024 release 1 Post 2024 release 2

No Business processes to initiate changes 2 New Business Processes,

to User based security groups. Y/N:

User-Based Security Assignment
Event for User

User-Based Security Assignment

Event for Group Impact description:

Effort <Hours> Defect link Not applicable
Additional description if applicable S https://doc.workday.com/release-
Commun |ty I In k notes/en-us/configsec/7866713.html
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Workday 2024 release 2 set-up based features

After Release

= MENU w Q bpuserbased Q fs Q

View Business Process Definition User-Based Security Group Event for Group (Default Definition) G2 2l

Effective Date | Security Group Restrictions

Time Zone
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Workday 2024 release 2 set-up based features

After Release

= MENU w Q securitygroup:sec admin Q0 t' 0

—Viow User-Based Security Group  Security Administrator €2 x I

User-Based Security Group

wator @B
4] g Y
{ viewing 1 ADS o authosity | yanizat

Context Type
gnable Role

Members o
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Workday 2024 release 2 set-up based features

After Release

Update User-Based Security Group Membership  security Administrat or

Update User-Based Security Group Membership  security Administrat or G
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Workday 2024 release 2 set-up based features

After Release

View User-Based Security Group  secu

You have submitted userBased Security Group Assignment Event for Group: Security Administrator G

Do Another

Details and Process
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Thank you
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