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Executive

Summary
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Problem 

Statement

• Separate models for cyber and climate risks limit visibility into aggregate exposure and interdependencies

• Lack of integrated data reduces confidence in pricing and risk selection, especially for multi-peril portfolios

• Inconsistent modeling slows down structuring and issuance of catastrophe bonds, affecting capital mobilization.

• Disconnected risk views complicate alignment with investor expectations in Insurance-Linked Securities markets

Solution

Developed

Delivers forward-looking insights tailored to each domain. For climate, predictive analytics improve ceding accuracy and 

accelerate CAT bond structuring. For cyber, Cyberwrite’s proprietary dataset of 320+ million businesses enables precise 

underwriting and transparent ILS outputs. Key capabilities include,

Technology

Used

• Duck Creek Policy

• Cyberwrite Catastrophe modelling

• Climate Modelling using Gen AI

• Google Neural GCM

X-Factor 

(Business 

Benefits)

• By combining data across domains, it supports more granular segmentation and helps align risk appetite with actual exposure, 

improving portfolio construction and risk targeting.

• Allows for dynamic premium setting based on real-time and historical insights, ensuring rate adequacy and profitability across both 

cyber and climate CAT lines

• provides deep insights into optimal retention levels and reinsurance layering. By aligning retention thresholds with modeled risk 

outcomes, insurers can make informed decisions that optimize capital deployment and reduce volatility.

• Unified, data-driven insights across multiple catastrophe types empower underwriters to make more accurate and assured decisions

Comprehensive Risk Visibility Data Driven Decision Support Portfolio Optimization

Risk Mitigation Guidance Risk Selection Price Optimization



In the SMB insurance space,
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Nearly 70% of uninsured 

SMBs face critical 

risks from cyberattacks but 

lack adequate protection

1

Less than 30% of SMBs 

worldwide have 

cyber insurance, and many 

are underinsured

2

Climate Risk increases Loss 

ratio by 10-12% in the last 3 

years.
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Context

Ransomware attacks account 

for 51% of Business 

Interruption losses
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Business Benefits

Business Benefits

• By combining data across domains, it supports more 

granular segmentation and helps align risk appetite with 

actual exposure, improving portfolio construction and risk 

targeting.

• Allows for dynamic premium setting based on real-time and 

historical insights, ensuring rate adequacy and profitability 

across both cyber and climate CAT lines

• Provides deep insights into optimal retention levels and 

reinsurance layering. By aligning retention thresholds with 

modeled risk outcomes, insurers can make informed 

decisions that optimize capital deployment and reduce 

volatility.

• Unified, data-driven insights across multiple catastrophe 

types empower underwriters to make more accurate and 

assured decisions

X Factor
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Comprehensive Cat Modelling Solution
To modernize portfolio risk management for SMB commercial insurers, our solution integrates predictive climate modeling based on the Actuarial Climate Index (ACI -

T10) and Cyberwrite CAT modeling to deliver a unified, real-time view of climate and cyber risks. It enables insurers to assess diversification across geographies and risk 

types, respond dynamically to emerging threats, and structure data-driven CAT bonds with parametric triggers. This approach transforms traditional underwriting into a 

proactive, insight-led process, aligning with ESG and regulatory standards while unlocking access to alternative capital market

Integrated Risk Intelligence

• Provides a holistic view of portfolio risks to 

increase ceding accuracy

• Climate & Cyber risks data enables precise 

underwriting and clearer strategies 

• Accelerate faster CAT Bond structuring ILS 

Outputs & regulatory compliance.

Cyber CAT Modelling

• Bridges the gap between buyers and 

sellers by delivering transparent data driven 

insights

• Empowers insurers to  confidently 

communicate risk and accurately assess 

portfolios.

• Data available on every cyber risk in book 

of business providing cyber risk score  

Climate Risk Modelling

• Granular insights into climate trends for 

precise analysis.

• Visualize geographical climate changes to 

pinpoint areas of concern effectively

• Make informed decisions to mange risks 

effectively
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Delivers forward-looking insights tailored to each domain. For climate, predictive analytics improve ceding accuracy and 

accelerate CAT bond structuring. For cyber, Cyberwrite’s proprietary dataset of 320+ million businesses enables precise 

underwriting and transparent ILS outputs. .

• Comprehensive Risk 

Visibility

• Data driven Decision 

Support

• Portfolio Optimization

• Risk Mitigation 

Guidance

Key capabilities

Cat Modelling

Policy data Claims data Other data sources

Climate Model

Cyber write

Insurance Portfolio

Cat Modelling 

• Risk Selection

• Price Optimization

• Underwriting 

Confidence

• Diversification and 

Retention Strategy
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What happened? Scenario..
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• Name: Sentinel Commercial Insurance

Industry: SMB Commercial Insurer

Profile: Regional insurer specializing in Small and Medium 

Business (SMB) commercial lines. Covers property, liability, 

cyber, and business interruption for SMBs in retail, logistics, 

manufacturing, and services.

• Insurers often lack a unified view of climate and cyber risks 

across their SMB portfolio. Traditional models are static and 

reactive, missing emerging threats.

• Difficulty in pricing policies accurately due to unpredictable 

climate patterns and evolving cyber threats. Leads to either 

overexposure or missed opportunities

• Aggregated risk across geographies and industries can 

overwhelm reserves. No dynamic mechanism to transfer or 

hedge portfolio-level risk

• CAT bonds are underutilized due to lack of data-driven 

structuring and trigger mechanisms, Sentinel like Small 

Insurers lack tools to model and justify bond issuance



What next?
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• A senior Risk Manages with over 15+ years of commercial underwriting / risk management expertise

• Relies on data for decisions and tries to avoid being subjective

• Looks to finish the underwriting and set up lines with (re)insurers.

Jordan Ray is assigned as the Risk Manager for the portfolio risk assessment. 

• Jordan needs to understand the various risks he 

has underwritten and how it affects the portfolio of 

the Insurer.

• He understands Sentinel has recently launched a 

cyber insurance product that has seen pick up in 

adoption.

• Sentinel Operates across the US and underwrites 

in various climate zones which is a major 

contributor to the loss ratio in the past. 

“I need data I can trust – not just gut feel.”



Scenario 1 : Risk Visibility & Portfolio Intelligence

“Jordan has the task of getting the details of the appetite for additional risk underwriting and since there are multiple underwriters working with various risks, getting a clear 

view of the current risk has always been a challenge”

Comprehensive CAT Modelling SolutionTraditional Approach

• Integrated Dashboards in the screen show real-time and futuristic Climate 

(ACI-T10) and cyber (Cyberwrite) risk scores across all the Insured SMBs.

• Dynamic updates after each event helps underwriter respond proactively

• Diversification of portfolio is highlighted with overexposed, underinsured 

regions and sectors which would help Jordan to decide quickly.

• Aggregate risk data would support CAT Bonds structuring and investor 

confidence to purchase CAT Bonds

• Climate and cyber risks are assessed separately, with no unified portfolio 

view.

• Underwriters rely on static reports and historical data.

• Risk concentration across geographies goes unnoticed

• No clear Justification for Risk transfer
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“Sentinel usually has traditional rate card that is used to rate which the actuarial team updates on a regular basis and Jordan has a challenge of using this price of new and 

emerging risks pose a wide variety of threats”
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Scenario 2 : Pricing Accuracy & Underwriting Precision

Comprehensive CAT Modelling SolutionTraditional Approach

• Predicitve modelling enables forward-looking pricing  as an option based on 

emerging threats.

• Tiered pricing based on location and risks possibilities hence Climate and 

Cyber are priced based on risk scores

• Data-driven risk selection improves profitability and coverage flexibility.

• Parametric trigger possibility enables CAT bond linked pricing strategies to 

explore, unexplored risks with data

• Pricing is reactive and based on historical reactive models 

• Cyber and climate risks are priced uniformly across regions based on 

historical data

• Missed various risk opportunities due to conservative underwriting

• No Linkage between pricing and capital markets for the confidence to 

undertakes lucrative risks.



“Jordan has received numerous requests from different underwriters to take on risks that are good , but the appetite at that point in time did not have the capacity that 

Sentinel misses new and better risks”

Scenario 3 : Capital relief via CAT Bond (ILS) Issuance

Comprehensive CAT Modelling SolutionTraditional Approach

• CAT Bonds transfers aggregate risk to capital market freeing up capital for 

exploring new risks.

• Climate and cyber modelling quantify total exposure across SMB segments 

for sentinel digitally.

• Parametric triggers (T10 deviation & Cyber score) simplify bond structure for 

quick issuance.

• Real-time metrics and ESG alignment attract sustainability focussed 

investors.

• Sentinel holds all the risk that are retained on its balance sheet straining 

reserves

• Traditional Models would minimally help Jordan in giving exposure at a 

portfolio level which would be a tedious manual task.

• CAT Bonds are seen as too complex or inaccessible.

• Limited investor interest due to lack of transparency and data on portfolio 

risks.
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“Jordan needs to keep an eye on various regulatory requirements as fulfilling these would be a big challenge at the end of the quarter / year. He manually maintains these 

reports updated but finds it to be very tedious.”

Scenario 4 : ESG & Regulatory Alignment

Comprehensive CAT Modelling SolutionTraditional Approach

• ACI based Climate metrics and Cyberwrite score automate ESG reporting.

• Continuous monitoring complies with GDPR , CCPA like regulatory 

standards

• CAT bonds structured with ESG triggers appeal to green capital markets.

• Transparent auditable metrics improve trust with regulators and clients.

• ESG disclosures are manual and inconsistent.

• Regulator compliance is reactive and fragmented.

• ESG-linked investment opportunities are missed

• Reputation risk from lack of transparency
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Thank you
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Appendix
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Predictive Climate Modelling 

15 © 2025 COGNIZANT. ALL RIGHTS RESERVED. CONFIDENTIAL AND PROPRIETARY INFORMATION.

Forecasted the Actuarial Climate Index’s Cool Temperature component T10



Cyberwrite Cyber CAT Modelling

• Cyberwrite EP Curves: 

Visualizing Cyber Risk 

for Informed Decisions

• These EP curves 

highlight the probability 

and severity of 

potential cyber losses:

Left Graph
Shows exceedance probabilities for losses, helping assess risk levels for 

different loss amounts.

Right Graph 
Plots return periods, illustrating loss expectations over time, crucial for 

strategic risk management.
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