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Clarity Fuels Confidence: Expert
Cyber Insurance for SMBs Where It
Matters Most

© 2025 COGNIZANT. ALL RIGHTS RESERVED. CONFIDENTIAL AND PROPRIETARY INFORMATION. /,.-/

e
_



SMB Owners For Underwriters

» Lack of cybersecurity expertise to determine » Difficulty in risk assessment and geo exposures
appropriate coverage required , L .
Problem » Challenge in determining right pricing

> Increasing exposure to cyber attacks
Statement g exp y

» Sector specific variability in cyber maturity
» Enterprise level financial and operational impact

» Helps SMBs identify their vulnerabilities, understand financial risks, and make smarter buying decisions. It also enables carriers to
improve underwriting, lower losses, and grow in underserved markets
» Key capabilities include,

Solution Exposure Identification Customer like “You” loss insights Understanding Cyber exposure

Developed Risk Mitigation Guidance Industry peer Cyber posture benchmarking Generate Cyber Risk Score

* Integrate with any platform
* Duck Creek Policy (ready integration)

Technology » Cyberwrite

Used

il Advanced Risk Evaluation: Underwriters benefit from real-time cyber risk data, enhancing precision in assessing risks
Executlve Dynamic Pricing: Cyberwrite’s analysis of financial impact enables risk-based pricing strategies

Summary

X-Factor Better Decision Making: Benchmarking against industry standards assists underwriters in making well-informed choices
(Business Operational Efficiency: Automating data collection minimizes manual work and speeds up the quote and policy issuance process

Benefits) Customer Value: Customized coverage suggestions are provided based on cyber risk assessments
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In the SMB insurance space,

Nearly 70% of uninsured
SMBs face critical

risks from cyberattacks but
lack adequate protection

Growing cyber threats make
precise risk selection

and dynamic pricing
challenging for insurers
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Less than 30% of SMBs
worldwide have

cyber insurance, and many
are underinsured

in better
underwriting decisions in a
growing area of concern
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CyberCog

Helps SMBs identify their vulnerabilities, understand financial risks, and make smarter buying decisions. It also enables
carriers to improve underwriting, lower losses, and grow in underserved markets

Key capabilities

\
1

Policy data Claims data SR e ! Know Your Exposures Risk Mitigation Guidance
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lllustrative Example of an Event

MICHAEL ANDERSON

AGE : 35
: : LIFE GOALS
Michael (known as Mr. M by his
family staff) is married and has « Ensure business success and expansion

2 kids
« Set it up for his son who is doing a management course in hotel

management

He has recently invested his
savings and opened a restaurant INSURANCE GOALS

in the heart of the city.
« Wants to understand the cyber risks better as there is a raise in digital

He is passionate about his transactions in his restaurant

businesses, driven by hi.s « Wants to ensure that he can get a good coverages, as he understand the
pe_nc.:hant for food and different impact of these risks that he could potentially face, from his friends
cuisines

« Wants to explore the available options while discussing with an agent at

: Cover me Insurance
The restaurant is a year old and

has been picking up business
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Michael seeks to John accesses Cybercog Marks reviews the CyberCog’s

gain knowledge He creates industry- John , L underwriting analysis enables
. CyberCog and : Michael’s risk is :

about cyber communicates rovides the standard communicates reviewed b score along with Mark to

risks and the with his agent, Z ddress of benchmarking the produced un derwritery the impact establish an

available John, at Cover Michael’s report for recommendation Mark analysis to make accurately

coverage Me Insurance restaurant Michael’s to Michael an informed priced policy for

options restaurant pricing decision Michael
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Financia Loss Estimator

Underwriter Journey
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Customer / Agent Journey
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CyberCog — Overview of the Offerings

Supports SMBs in recognizing their vulnerabilities, evaluating financial risks, and making well-informed decisions. Furthermore, it allows carriers to

EE—)

improve the underwriting process by facilitating accurate risk assessment and pricing strategies

I Influencing customer buying behavior across new business, endorsement and renewals

Build
“trust”

KNOW YOUR
EXPOSURES

Present contextual view
of customer profile and
potential risk exposures
within their landscape

Make them
“recognize the
need”

“CUSTOMER LIKE
YOU” LOSS
INSIGHTS

Present insights on
losses faced by similar
customer

Present recommended

|

[

|

: : . I “Influence” their
options and information :
|
|

for “evaluation” buying decision

RECOMMENDED UNDERSTAND
CYBER CYBER
COVERAGES EXPOSURE
Personalized Risk reports and
recommendation on simplified language &
coverage options and visuals to help

limits, based on their understand risk

risks & similar

customers

HYPER PERSONALIZED CONTENT

INTELLIGENT VIRTUAL AGENT (CHAT AND VOICE ENABLED)

© 2025 COGNIZANT. ALL RIGHTS RESERVED. CONFIDENTIAL AND PROPRIETARY INFORMATION.

“Entice” them into
buying

RISK MITIGATION
GUIDANCE

Recommendation to
reduce cyber risk &
tools to improve
cybersecurity posture

Quote and “Buy”

BUY

SIMPLIFIED
BUYING

Prefill and minimum
steps to complete
buying
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Key Capabilities of CogniSME, Cyberwrite, and Duck Creek Partnership

€& cognizant

* Provides customized coverage
recommendations by utilizing internal
and external data through AlI/ML models
on AWS platforms such as SageMaker
and Recognition.

 Know your peers: Conduct peer
benchmarking to offer insights on
common limits, deductibles, and
preferred coverages.

* Requires minimal information from the
insured while maximizing insights by
integrating with third-party APIs.

Cyberwrite

* Quantifies cyber risk in financial
terms, providing a precise dollar estimate
of potential financial impact.

* Provides a risk score with actionable
recommendations by comparing your
business to industry standards.

* Provides a comprehensive, user-
friendly report that enables insurers and
brokers to efficiently evaluate the risk.
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‘4 Duck Creek

Speed to Market: Low-code policy
platform that enables insurers to rapidly
develop and deploy products, providing a
strategic advantage in a competitive
landscape.

Comprehensive Policy Management:
The platform supports the entire policy
lifecycle within a single system,
enhancing operational efficiency.

Cloud-Native SaaS: Being cloud-based,
it delivers automatic updates, ensuring
technology remains up-to-date without
the expense of manual upgrades.
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Key Business Benefits

Customers

+ Clear Cyber Risk Visibility
* Financial Impact Assessment
X Factor P
» Customer like you Insights
* Actionable Recommendations

» Simplified Insurance Experience
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Agents / Brokers

« Enhanced Efficiency and Speed
* Accelerated Sales Process

« Enhanced Client Engagement

» Improved Conversion Rates

» Scalable Support for SMBs

Underwriters

Data-Driven Risk Assessment

Improved Underwriting Profitability

Portfolio Management & Monitoring

Global Consistency

& cognizant



Conceptual Architecture
Outlining the Architecture flow from Cogni SME + DC — To provide a holistic flow
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Facebook,
Zomato, Yelp, Twitter.
Angie’s List, Linkedin
Business Social
review sites Insights

Business Name / °
Website URL .

Google

Maps/ CorelLogic / Verisk
Places. Precisely | Lexis Nexis
Location Perils 3rd party
Insights information databases

(Crime, flood,
weather etc.)

_________________________________

» Risk Benchmarking
¢ Financia Loss Estimator
UW Risk Score

Industry wise Risk
Indicators

* Loss Probability %

Cyberwrite
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Duck Creek
Technologies

e Customer info
* Address details
« UW Risk Score

Quote Number/
Premium

Duck Creek server

! i Trigger OOB
| | rating
Create i :
quote | v
i Quote
. XML

v
s Example DB

— e S
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Thank you
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Appendix
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Screen Shots of Cogni SME

@

COVER ME
INSURANCE
1 2 3
Business Info Recommendations Quote

We only need one answer from you.

SEARCH j

Customer / Agent enters the business address of the SME
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Screen Shots of Cogni SME

Q a ()

We only need one answer from you. RopRESS HISHLIGHTS REVIEWS s Cose

3555 W Addison St,Chicago, IL @ratin s e
SEARCH ‘

60618 @soue

Restaurants - Limited Cooking
Restaurants - Salad Bars

323 user votes

Olive Garden ltalian Restaurant, West Addison Street, Chicago, IL

. — o S TOCTWATER
r " @ LaBagh
OMARE  ogioLe pARK W‘["”"S River Park @) | Know your exposures
@ o UNcoLN Montrose Beagh O ADDRESS We have handpicked key public information on your business and have translated the
? UPTOWN! exposures pertinent to your landscape
Norridge 1501
Schiller © Harlem rving Plaza Olive Garden Italian R
Woods Go) PORTAGE-PARK~| R 7T Wrigley Field & estaurant,
b | DUNNING .mm‘%q Boo Marke \ 3555, West Addison Street,
| LAKE VIEW - Avondale, Chicago, Cook
v [©) ) 2 T County, lllinols, United States,
8 BELMONT | @ \0 Costco Wholesale 60618,
River Grove @3) LOGANSQUARE N Lincou pARK § Flood Risk Earth Quake Risk Crime Risk
Elmwood Park Skl William @ 1] Q,
CribLi u&} i proceed (> 8 3 Q
G5, I'P |92 8N00D N J You have no Flood risk, you You have a medium risk You have a high risk leading
k OOYR (64) {(64) i it Keyboard shortcuts” " Map data ©2025 Google | Terms  Report a map erro are safe from it leading to chances of to chances of Burglary,

Property damage &
Business Interruption

Theft, Arson & Larceny

Location insights from Google APls

Businesses like you had the below losses (by average loss) over the last year
Business Like you Insights

TOTAL LOSS

$4,459,565

AVERAGE LOSS HIGHEST LOSS

$41735

Based on what we know of you, we have considered the below conditions to determine customers like you. We have assimilated potential loss insights and aligned coverage
recommendation. You can modify it to determine the closest profile of customers like you o Glass breakage

About the Business

Emp Count=010 10 Annual Revenue = Less than 750K

) Business Income Loss

@ Customer slips and falls

[ 1

o E==S
o S - g
o, 2,665 ba,794
Operation .
s s ! T
Infrastructure @ venicu < 35276 A Ez i)
Glass built walls/windows = Yes No of floor =1 Habitational Code =1 m Noise Level = Very Loud
€) Fiood Damage | sToeAioy K $27.942)
Amenities

Workplace Insights

(e (v (e, p——" po—

e

(ST (ST (ST CE

3rd party APIs, Social Insights
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@ Food Poisoning
@ Loss of Liquor License

) Reputational harm

-
e
HE RN

$3,5838

B
[ Vo

$19,

Policy / Claim / Risk Data
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Screen Shots of Cogni SME, Cyberwrite

Risk Benchmarking, Loss Probability %,

UW Risk Score from Cyberwrite

You need protection against

We have recommended based on our understanding of your risk landscape. Please select the boxes to confirm our understanding.

Please click here to edit information, If you don't see risks pertaining to your landscape.

INDUSTRY MEDIAN RISK SCORE

46

Cyber Coverage Analysis

Based on your business profile, here's the cyber security risk assessment:

INHERENT RISK SCORE

44

Coverage Type
Financial Theft & Fraud
Cyber Extortion

Data Less

Business Interruption
Incident Response
Regulatery & Defence
Breach of Privacy

3rd Party Liability

Industry Median ‘Company Score

INHERENT UNDERWRITING SCORE

1

HIGHLY ] [m] [m] [m]
RECOMMENDED Fire Damage Staff and Patron Injuries Food Spoilage Customer slips and falls Water and freezing Outdoor Sign Damage
damage
RECOMMENDED O O O 0O 0O
Wind and hail damage Stock Theft Loss of Liquor License Burglary and theft Vehicular accident
OPTIONAL o o o
Data Breach Reputational harm Struck by an object
CYBER o
Data Loss Cyber Extortion Financial Theft & Fraud
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PROBABILITY ANALYSIS SCORE

Coverage recommendations

2.7%
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Screen Shots of Duck Creek

ToP Policy -~ Policy/Quote Number v | | Line1877Q2025 B

<+ New Quote Joella's Hot Chicken

Line1943Q2025 | (Application: New-Pending) Last Saved: 8/25/2025 4:19:00 PM Policy Actions v

# Home
Applicant Policy Term Locations and Risks Endorsements Additional Insureds Underwriting Insurance History Claims History Coverage Pricing

3 Notifications

L Coverage
# Tasks
Q Search Total Policy Premium ~
@ Upload Download
$36.75
Coverages ~
Third Party Liablity Coverages Limit Per Claim Retroactive Date
Network Security Liability $100,000 8/25/2025 5
Privacy Liability $100,000 8/25/2025 5
Bind/Issue

UW issues the policy after examining all the insights
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CogniSME MVP Methodology: Delivering Measurable Value in 12 Weeks

Cognizant provides tangible benefits to your Cyber Underwriters within 12 weeks by implementing a tested five-phase methodology that combines

rapid execution with strong governance.

Inception & Alignment (2w) Solution Blueprint (1w)

» Confirm reference
architecture & guardrails

» Define the intake process flow
and KPIs

» Establish stakeholder map &

governance model detailed prompts

» Develop test harness and
golden cyber data sets

» Define the "Cyber Journey" &
establish risk / controls

» Conduct data & API discovery » Conduct security & data

compliance reviews

Key Tenants

» Design tool / agent solution &

Build Sprints (5w)

Vertical Builds 1-3 (added
functionality with each build)

Establish trusted Sources +
tool-use + memory usage

Integrate with core systems

Develop monitoring, test
automation, and DevOps

Hardening & UAT (2w)

Pilot & Readout (2w)

Conduct performance testing /
and establish error budgets

* Pilot deployment & support

* Track KPIs vs baseline & ROI
Conduct guardrail tuning & model

exception testing

UAT with SMEs & real-world
users

» Conduct Ops handover

* Scale roadmap (vNext)

Security & compliance checks

* Core roles : Product Owner, SME, Engagement Lead, Business Consultants, Al Tech Lead, Data/Platform Engineer, App Engineer, QA Engineer

* RACI aligned to speed : Weekly steering, bi-weekly showcases, daily stand-ups

Key benefits of this approach

Core * Rapid yet secure: Implementing guardrails, evaluations, and telemetry from the outset.
T t * Business-oriented: Key performance indicators established upfront and monitored regularly
enants Agentic Design: Coordination of tasks, tools, and human oversight.
* Designed for deployment: Ensuring production readiness with governance and transition by week 12.
» Scalable platform: Architecture and methodologies that can be applied across multiple lines of business.
Representative Cost
« Between $450 -$600k depending on complexity of the business use case
17 © 2025 COGNIZANT. ALL RIGHTS RESERVED. CONFIDENTIAL AND PROPRIETARY INFORMATION.
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Projected Timeline and Key Performance Indicators

Inception & Alignment
MVP Solution Blueprint
Build Sprint 1

Build Sprint 2

Build Sprint 3

Hardening & UAT

t
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Pilot & Readout

W3 w4 W5 W6

W8 W9 W10 W11

I | S  — | —| E—| — E— E—| E— — E— E—

W1 w2

W12

Sample Success Metrics & Business Outcomes using Agentic Al

Underwriting Decision Cycle Time
Reduction (Use Case)

-30% by week 12 pilot

Improved Quality / Accuracy vs
Baseline

= 90% on golden sets

First Contact Resolution / STP
+15-25% where applicable

Lower Cost per Task

—25% with guardrail-aware routing
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Underwriter Average Handle Time

—20% with co-pilot assist

Increased User Adoption & CSAT
Scores

=>4.5/5 in UAT surveys
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Representative methodology for agile team-driven execution

<«  STORY ELABORATION

Y

DEVELOPMENT

I

RELEASE

() Product Owner Business
Consultant
Product +
Backlog =~
Backlog
Refinement

s
Ll

=
=~

Release Backlog

Backlog
i ==
Pl Planning ngk"’llss P

ete/ RejectedFeature

Prioritized Product

Scrum Master Business Developers Testers  Shadow Team

Consultant Members

Feature Demo

S _ Features
crum Sprint Demo  Accepted
é@{est

Y Build/ Run Deign/Dev

Sprint Planning

I S— <<
PI Sprint ﬁ
Backlog Backlog Scrum

Ceremonies  Work Package

(i

DevOps
Engineers
DevOps 0 o
el i' d
Release Release to
Management Production

* Product backlog & prioritize

* Produce visual designs & wireframes

» Clarify requirement details to Feature PODs
» Constantly prioritize backlog

* Pl planning

Story level estimation and sprint planning

Breaking down user stories into technical tasks

Design, build test user stories, visual designs & wireframes
Incrementally demonstrating work to business

Work towards completing Stories to feature to epic
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* Integrated story validation and UAT

» Support continuous integration and
deployment

» Support infra, environment and operation
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