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Microsoft Azure Services

Cognizant provides engineering and managed
services to implement comprehensive cloud
identity and access management (IAM)
solutions leveraging Azure AD for enterprises.
With extensive experience in migration and
transformation initiatives on Azure, Cognizant
offers a focused set of services around Azure
AD for seamless application integration and
end-user navigation.

Enterprise scenarios delivered by
Cognizant:

- Hybrid identity solutions include common
identity across on-premises/cloud

- ldentity life cycle and provisioning

+  Unified multichannel authentication and
single sign-on (SS0O) for cloud, mobile and
on-premises applications

« Empowerand protect users with multifactor

authentication (MFA), conditional access
and contextual identity protection

«  Discoverand protect privileged
administrators (Azure PIM)

- Monitorand audit access to privileged roles

and critical assets (Azure IG)

- B2Band B2C collaboration integration

«  Third-party IAM integration using SailPoint,

CyberArk, Ping Identity

Delivery excellence

- Enterprise Office 365 migration with
robust |AM security controls, including

identity sync, authentication, SSO and MFA

. Experience with Microsoft Identity
Manager, ADFS and Azure AD connect for
hybrid, bi-modal IAM deployments

Large resource pool across the globe offers
dedicated and managed services

Time to market

Readily available architecture blueprints
include hybrid identity, legacy and
software-as-a-service applications
integration and MFA enablement

Solution accelerators include bulk
enrollment of MFA factors, a proprietary app
for Splunkintegration, a CyberArk integration
approach and third-party biometrics
integration

Managed, onsite-offshore model provides
efficient and 24x7 coverage

Cost savings

Reusable, proprietary Azure AD value-adds
reduce engineering cycles and improve
operations efficiency

Managed services support includes ticket-
based pricing

Integrated delivery for implementing Azure
native security controls, including identity
and access, data, infrastructure and risk
compliance

Why customers choose Cognizant

Unified identity as a service (IDaa$S) platform
across the identity life cycle and access
management use cases for enterprises

Single platform to manage all employee,
partner and customer identities at large scale

Enhanced identity and access security
controls for cloud-centric, on-premises and
Hybrid customers



Contact your Cognizant representative today

To learn more about how Cognizant Security can help your organization, please contact your account representative today. For additional details
about our extensive portfolio of security services please visit cognizant.com/security or contact us at cognizantsecurity@cognizant.com.

About Cognizant

Cognizant (Nasdag-100: CTSH) is one of the world’s leading professional services companies, transforming clients” business, operating and technology
models for the digital era. Our unique industry-based, consultative approach helps clients envision, build and run more innovative and efficient businesses.
Headquartered inthe U.S, Cognizant is ranked 193 on the Fortune 500 and is consistently listed among the most admired companies in the world. Learn
how Cognizant helps clients lead with digital at www.cognizant.com or follow us @Cognizant.
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